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Resources
Contribute
Searchable database of zines, texts and other media dealing with surveillance and operational security. The goal is to help anarchists and other rebels acquire a practical understanding of the surveillance threats they may face in their struggles and in their lives. Resources that are easy to understand and written by friends are preferred.
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Highlighted resource for topic Physical surveillance.

(en) Surveillance Countermeasures
2019


by Aden C. Magee
"Surveillance Countermeasures is a 2019 book on physical surveillance and the mitigations one can take to protect against it, written by former U.S. spy Aden C. Magee. It extensively covers topics such as the principles and tactics of surveillance operations, surveillance detection, and anti-surveillance."
[image: View online]No Trace Project



Origin
Independent researchers

Topic
Physical surveillance

Type
Text

Last updated
May 20, 2024





(fr) La folle volonté de tout contrôler : les fichiers d'identification administrative, de police, de justice et de renseignement
2024


by Caisse de solidarité de Lyon
"Ce texte recense soixante fichiers actifs d'identification administrative, fichiers de police, fichiers de justice et fichiers de renseignement, en somme tous les outils dont l'État s'est doté pour le contrôle des populations. On y trouve la manière dont ils fonctionnent mais aussi comment savoir ce que l'État sait de nous et finalement comment lui demander de nous oublier. Le but n'est pas d'alimenter la paranoïa sur la police ou le sentiment de toute-puissance de l'État : oui, l'État a des moyens pour se protéger, mais visibiliser ces moyens et les connaître permet d'abord de mieux les combattre et y faire face."
[image: Download]Version 4, format page par page: PDF
Version 4, format brochure: PDF




Origin
Friends & other activists

Topics
Borders, DNA, Fingerprints, Police files

Type
Text

Last updated
May 10, 2024




Highlighted resource for topics Digital surveillance, Mobile phones.

(en) AnarSec: Tech Guides for Anarchists
2024-?


"AnarSec is a resource designed to help anarchists navigate the hostile terrain of technology  —  defensive guides for digital security and anonymity, as well as offensive guides for hacking. All guides are available in booklet format for printing and will be kept up to date."
[image: View online]Homepage: anarsec.guide
Tails for Anarchists: anarsec.guide
Tails Best Practices: anarsec.guide
Qubes OS for Anarchists: anarsec.guide
Kill the Cop in Your Pocket: anarsec.guide
GrapheneOS for Anarchists: anarsec.guide
Linux Essentials: anarsec.guide
Remove Identifying Metadata From Files: anarsec.guide
Encrypted Messaging for Anarchists: anarsec.guide
Make Your Electronics Tamper-Evident: anarsec.guide




Origin
Friends & other activists

Topics
Digital surveillance, Mobile phones

Type
Text

Last updated
April 29, 2024





Highlighted resource for topic DNA.

(en/fr) DNA You Say? Burn Everything to Burn Longer: A Guide to Leaving No Traces
2021


"This is a practical zine, but we'll take (brief) detours through theory. First, we'll talk about how cops work with DNA. Then we'll offer ideas for how to make their job as difficult as possible, both by giving tips to develop your own security protocols and by proposing a protocol that we consider appropriate. At the end, we've added more theoretical appendices on the biology of DNA and on some technical aspects of its use by scientists."
[image: View online]No Trace Project

[image: Download]PDF: read | A4 booklet | letter booklet • TEXT


Other languages(fr) blablADN. Tout cramer pour brûler + longtemps : un guide pour ne pas laisser de traces"C'est une brochure à vocation pratique, mais on va faire des détours (pas trop longs) par des trucs théoriques. On va d'abord parler de comment les keufs travaillent avec l'ADN. Ensuite on va donner des pistes sur comment rendre leur taf le plus difficile possible, aussi bien en donnant des clefs pour se faire ses propres protocoles de sécurité qu'en proposant un protocole qui nous parait pertinent. À la fin, on a rajouté des annexes plus théoriques sur la biologie de l'ADN et sur certains aspects techniques de son utilisation par les keufs scientifiques."
[image: View online]No Trace Project

[image: Download]PDF: read | A4 booklet | letter booklet • TEXT

[image: Source]infokiosques.net




Origin
Friends & other activists

Topic
DNA

Type
Text

Last updated
March 27, 2024






Highlighted resource for topic Video surveillance.

(en/fr) You Can't Catch What You Can't See: Against Video Surveillance
2023


"Knowing where the cameras are, how they work, how the footage is transmitted and viewed, and how these technologies are evolving is a way of concretely giving ourselves the means to go after video surveillance and the interests they protect."
[image: View online]No Trace Project

[image: Download]PDF: read | A4 booklet | letter booklet • TEXT


Other languages(fr) Pas vue pas prise: contre la vidéo-surveillance"Savoir où sont placées les caméras, comment elles fonctionnent, comment leurs images sont transmises et consultées et comment les technologies évoluent, c'est [...] se donner des moyens concrets de pouvoir, avec plus de confiance, s'en prendre à la vidéosurveillance et aux intérêts qu'elle protège."
[image: Download]PDF

[image: Source]infokiosques.net




Origin
Friends & other activists

Topics
Direct action, Video surveillance

Type
Text

Last updated
March 20, 2024





(en) How to submit an anonymous communiqué and get away with it
2024


"A communiqué, also sometimes called a reportback or hit report, is a report on (typically) illegal direct actions that is shared online via counter-info sites or in print publications. Mainstream media may suppress reporting about certain tactics or the reason for choosing a target may be unclear, so submitting a communiqué is a way to share news, tactics, and political motivations directly. This guide describes how to securely submit an anonymous communiqué online."
[image: View online]No Trace Project

[image: Download]For reading: PDF
For printing: PDF




Origin
Friends & other activists

Topic
Digital surveillance

Type
Text

Last updated
March 14, 2024





Highlighted resource for topic Direct action.

(en) Developing Action Capacity: A Path
2024


"What exactly does it take to not get caught carrying out heavy actions like arson? […] For anyone who wants to carry out actions like this, but isn’t doing so yet, I’ve sketched an outline of the steps I think are necessary to sustain hard-hitting attacks on domination."
[image: View online]No Trace Project

[image: Download]PDF: read | A4 booklet | letter booklet • TEXT

[image: Source]scenes.noblogs.org



Origin
Friends & other activists

Topic
Direct action

Type
Text

Last updated
February 23, 2024





(en) Towery: Story of an Informant
2009


"John Jacob Towery […] infiltrated the [U.S. cities] Tacoma and Olympia anarchist and anti-war scene from the spring of 2007 until being outed in the summer of 2009. The following is a rough narrative of the experiences of a few Tacoma anarchists who were acquainted with [him]."
[image: Download]PDF

[image: Source]archive.org



Origin
Friends & other activists

Topic
Infiltrators and informants

Type
Text

Last updated
January 2, 2024




This resource is partly outdated, but can still be useful. Please read it with caution.

(en) Without a trace
1977


"This book appears at a time in which revolutionary comrades are confronted with the problem of doing actions which could leave traces. As a result, it is important to know how such traces can be found, how they can be used as evidence, how to learn to avoid leaving them."
[image: Download]PDF

[image: Source]archive.org



Origin
Friends & other activists

Topic
Other physical traces

Type
Text

Last updated
January 2, 2024





(en) Threat Modeling Fundamentals
2023


"We ask our comrades “is it okay to use mobile phones?” and they respond “it depends on your threat model” before listing off scenarios that might endanger us. From these interactions, we have some idea of how a threat model is used, but how they're created is usually less clear. […] This zine covers the methods you can use to threat model on your own and how these explicit steps can make you and those around you more safe."
[image: Download]For reading: PDF
For printing: PDF


[image: Source]opsec.riotmedicine.net



Origin
Friends & other activists

Topic
Security culture

Type
Text

Last updated
January 1, 2024





Highlighted resource for topic Borders.

(en) Crossing the U.S./Canada Border: A Proposal for Best Practices
2019


"The information contained in this zine is meant for people trying to cross at legitimate border crossings. We are proposing a standard of practice where we do not “inform” on our friends and community when crossing the border. […] [W]e hope to inspire conversations on “best practices at the border,” so that we can keep each other, and our networks, safer."
[image: View online]No Trace Project

[image: Download]PDF: read | A4 booklet | letter booklet • TEXT



Origin
Friends & other activists

Topic
Borders

Type
Text

Last updated
December 26, 2023






Highlighted resource for topic Physical surveillance.

(de/en) Measures Against Surveillance
2011


by Luchs / Michael Schmidt and Andrea Müller
"Surveillance and surveillance countermeasures: this text deals with options, risks and countermeasures. It is based on research, personal accounts and inside information, as well as a few publications on this subject."
[image: View online]No Trace Project

[image: Download]PDF: read | A4 booklet part 1, part 2 | letter booklet part 1, part 2 • TEXT


Other languages(de) Maßnahmen gegen Observation"Observation und Gegenobservation: Dieser Text behandelt ihre Möglichkeiten, Risiken und Gegenmaßnahmen; er basiert auf Recherchen, Erfahrungsberichten und Insiderinformationen sowie einigen wenigen Veröffentlichungen zu diesem Thema."
[image: Download]PDF

[image: Source]militanz.blackblogs.org




Origin
Friends & other activists

Topics
Automated license plate readers, Hidden devices, IMSI catchers, Mobile phones, Physical surveillance, Video surveillance

Type
Text

Last updated
December 20, 2023





(en) How To Have A Fun Night To Forget
2023


by Some humble anarchist
"This is a small and incomplete outline of what questions you should ask yourself, and what obstacles you may encounter when you are trying to have a fun night to forget. Most importantly — how will you emerge from the shadows and disappear back into them without a trace?"
[image: View online]No Trace Project

[image: Download]PDF: read | A4 booklet | letter booklet • TEXT

[image: Source]scenes.noblogs.org



Origin
Friends & other activists

Topics
DNA, Digital surveillance, Video surveillance

Type
Text

Last updated
November 13, 2023





(en/fr) The “Lafarge” Case: The Investigation Methods Used and Some Lessons to Be Learned
2023


by lesmoyens@systemli.org
"In this case, the Marseille Gendarmerie's Research Section was reinforced by the SDAT (Anti-Terrorist Subdivision) […] under the vague notion of “extreme violence”. The means at their disposal are considerable — telephony, wiretapping, physical surveillance, spyware, facial recognition, GPS tracking, etc."
[image: View online]No Trace Project

[image: Download]PDF: read | A4 booklet | letter booklet • TEXT


Other languages(fr) Affaire "Lafarge" : Les moyens d'enquête utilisés et quelques attentions à en tirer"Dans cette affaire, menée sur place par la section de recherche de la gendarmerie de Marseille, la SDAT (sous-direction antiterroriste) a été saisie en renfort [...] sur la base de la [...] notion de "violences extrêmes". Les moyens à leur disposition sont considérables – téléphonie, écoute, filature, logiciel espion, reconnaissance faciale, balise GPS, etc."
[image: View online]No Trace Project

[image: Download]PDF: read | A4 booklet | letter booklet • TEXT

[image: Source]expansive.info




Origin
Friends & other activists

Topics
DNA, Hidden devices, IMSI catchers, Mobile phones, Targeted malware, Video surveillance

Type
Text

Last updated
November 10, 2023





(en/fr) Cars as Cameras: A Short Overview of Tesla Surveillance Features and Lessons for Attack
2023


"Cars, especially newer vehicles with built-in computer systems, know everything about their users and, consequentially, the people around them. Tesla is taking this a step further, turning cars into mobile, high-definition video surveillance systems. […] What should anarchists take away from this? How can we continue to attack this panoptic hellscape and get away with it?"
[image: View online]No Trace Project

[image: Download]PDF: read | A4 booklet | letter booklet • TEXT

[image: Source]rosecitycounterinfo.noblogs.org


Other languages(fr) Des voitures qui sont aussi des caméras : Un bref aperçu des fonctions de surveillance des Tesla, et des conseils pour l'attaque"Les voitures, en particulier les véhicules récents dotés de systèmes informatiques intégrés, savent tout sur leurs utilisateurs et, par conséquent, sur les personnes qui les entourent. Tesla va encore plus loin en transformant les voitures en systèmes itinérants de vidéo-surveillance haute définition. [...] Que devraient retenir les anarchistes de tout ça ? Comment continuer à attaquer cet enfer panoptique sans se faire attraper ?"
[image: View online]No Trace Project

[image: Download]PDF: read | A4 booklet | letter booklet • TEXT




Origin
Friends & other activists

Topics
Direct action, Video surveillance

Type
Text

Last updated
October 13, 2023




(en) Turn off your phone! And other basic digital security strategies
2023


"This zine is written by anarchists for people who face legal investigation or repression in the United States. However, it may be helpful for anyone who wants to reduce the data that cops or companies have about them. It should also be considered a 101-level document; the tips in this guide are the most basic steps you can take to protect yourself and your data."
[image: Download]For reading: PDF
For printing: PDF




Origin
Friends & other activists

Topics
Digital surveillance, Mobile phones, Security culture

Type
Text

Last updated
July 31, 2023





(fr) Comment se protéger et protéger nos luttes : premiers pas dans la mise en place de pratiques de sécurité
2023


"Cette brochure est une introduction à la culture de sécurité ainsi qu'a certains outils numériques. […] Outre proposer des apports théoriques et des pistes de réflexions, elle a aussi été créée dans l'optique de servir de support de formation pour des gens qui aimeraient transmettre ces connaissances et compétences a des pair-es."
[image: Download]Format page par page: PDF
Format brochure: PDF
Chapitre 1, format page par page: PDF
Chapitre 1, format brochure: PDF




Origin
Friends & other activists

Topics
Digital surveillance, Security culture

Type
Text

Last updated
July 29, 2023







(de/en/fr) We Are Conspiring: Update on the Current Investigation
2023


by Meeting in solidarity with the defendants
"Overview of the current investigation against two comrades who were arrested on February 16th 2023 in Adlershof, Berlin. […] The helicopter of the federal police […] is on one of its routine surveillance flights. At 0:26am […], with the help of thermal imaging cameras, [it] identifies two people on the [railway] tracks."
[image: View online]No Trace Project

[image: Download]PDF: read | A4 booklet | letter booklet • TEXT


Other languages(de) Wir haben eine Verabredung: Update zum aktuellen Ermittlungsverfahren"Ein Überblick über den bisherigen Stand im Verfahren gegen zwei Gefährt*innen geben, die am 16.02.2023 in Berlin Adlershof festgenommen wurden. [...] Befindet sich der Hubschrauber [...] der Bundespolizei auf einem Überwachungsflug von Bahnanlagen. Um 0:26 Uhr [...] stellt [sie] mit der Wärmebildkamera zwei Personen an einer Gleisböschung südlich des S-Bahnhofes Adlershof fest."
[image: View online]No Trace Project

[image: Download]PDF: read | A4 booklet | letter booklet • TEXT

[image: Source]kontrapolis.info


(fr) On conspire : Mise à jour sur l'enquête en cours"Aperçu de l'enquête en cours contre deux camarades qui ont été arrêté·e·s le 16 février 2023 à Adlershof, Berlin. [...] L'hélicoptère de la police fédérale [...] effectue un de ses vols de surveillance de routine. À 0h26 [...], à l'aide de caméras thermiques, [il] identifie deux personnes sur les voies [de chemin de fer]."
[image: View online]No Trace Project

[image: Download]PDF: read | A4 booklet | letter booklet • TEXT




Origin
Friends & other activists

Topics
Aerial surveillance, Security culture

Type
Text

Last updated
July 7, 2023







Highlighted resource for topic DNA.

(el/en/fr) Minimizing DNA Traces During Riotous Moments
2023


"In our experience, most of us in North America aren't in the habit of thinking very much about DNA traces. […] [Y]ou can be pretty certain that whenever arson is involved, a DNA forensics team will be involved too. […] We want to briefly summarize some practical considerations. By arming ourselves with some preparation and an accurate understanding of how DNA is transferred, it is possible to drastically limit the amount of DNA we leave behind."
[image: View online]No Trace Project

[image: Download]PDF: read | A4 booklet | letter booklet • TEXT

[image: Source]scenes.noblogs.org


Other languages(el) Ελαχιστοποιώντας ίχνη DNA σε καταστάσεις ταραχών"Οι πληροφορίες σχετικά με το πως δημιουργούνται ή αποτρέπονται ίχνη DNA περιορίζονται σε αρκετούς μύθους που κυκλοφορούν. [...] [Μ]πορείς να είσαι αρκετά βέβαιος ότι όποτε εμπλέκεται εμπρησμός, θα εμπλέκεται και μια ομδα εγκληματολογίας DNA. [...] Θέλουμε να συνοψίσουμε μερικές πρακτικές σκέψεις. Οπλίζοντας τους εαυτούς μας με λίγη προετοιμασία και μια ακριβή κατανόηση του τρόπου με τον οποίο μεταφέρεται το DNA, είναι δυνατό να περιοριστεί δραστικά η ποσότητα του DNA που αφήνουμε πίσω."
[image: View online]No Trace Project

[image: Download]PDF: read | A4 booklet | letter booklet • TEXT

[image: Source]darknights.noblogs.org


(fr) Minimiser les traces ADN pendant les émeutes"D'après notre expérience, en Amérique du Nord, la plupart d'entre nous n'ont pas l'habitude de réfléchir aux traces ADN. [...] [O]n peut être à peu près sûr qu'à chaque fois qu'un sabotage incendiaire se produit, une équipe de police scientifique spécialisée dans l'ADN intervient également. [...] On voudrait résumer ici quelques considérations d'ordre pratique. En se préparant et en comprenant bien comment l'ADN est transféré, il est possible de limiter considérablement la quantité d'ADN qu'on laisse derrière soi."
[image: View online]No Trace Project

[image: Download]PDF: read | A4 booklet | letter booklet • TEXT




Origin
Friends & other activists

Topics
DNA, Direct action

Type
Text

Last updated
April 29, 2023






(de/fr) Wie die Polizei verhört und wie wir uns dagegen verteidigen können
2022


"Alles, was du brauchst, um der Polizei zu widerstehen."
[image: Download]PDF

[image: Source]projet-evasions.org


Other languages(fr) Comment la police interroge et comment s'en défendre"Tout ce qu'il faut pour résister à un interrogatoire de police."
[image: Download]PDF

[image: Source]projet-evasions.org




Origin
Friends & other activists

Topic
Security culture

Type
Text

Last updated
April 25, 2023




(de/el/en/fr/pt/ru) CSRC Bulletin
2023


"An irregular publication by the Counter-surveillance resource center, a database of resources about evading targeted surveillance."
[image: View online]No Trace Project

[image: Download]A4: PDF
Letter: PDF



Other languages(de) CSRC Bulletin"Eine unregelmäßig erscheinenden Publikation des Counter-surveillance resource center, eine Datenbank von Hilfsmitteln zur Umgehung zielgerichteter Überwachung."
[image: View online]No Trace Project

[image: Download]PDF


(el) CSRC Δελτίο"Αυτό είναι το πρώτο τεύχος της άτακτης έκδοσης του Κέντρο Πληροφοριών Αντι-Παρακολούθησης, της βάσης δεδομένων πληροφοριών για την αποφυγή της στοχευμένης παρακολούθησης."
[image: View online]No Trace Project

[image: Download]PDF


(fr) CSRC Bulletin"Une publication irrégulière du Centre de documentation sur la contre-surveillance, une base de données de ressources sur comment déjouer la surveillance ciblée."
[image: View online]No Trace Project

[image: Download]PDF


(pt) Boletim CSRC"Uma publicação aperiódica do Centro de Materias de Contra-Vigilância (Counter-surveillance resource center), um banco de dados de recursos para evasão de vigilância direcionada."
[image: View online]No Trace Project

[image: Download]PDF


(ru) CSRC Bulletin"Публикуем первый выпуск нерегулярного бюллетеня ресурсного центра."
[image: View online]No Trace Project

[image: Download]PDF

[image: Source]a2day.org




Origin
Friends & other activists

Topics
Digital surveillance, Hidden devices, Mobile phones, Security culture, Video surveillance

Type
Text

Last updated
March 24, 2023







(de/el/en) Strategies for Countering Police Access to DNA Data
2019


by Gen-ethisches Netzwerk
"A few practical tips for avoiding DNA traces."
[image: View online]Chapter 10: No Trace Project


[image: Download]Chapter 10: PDF: read | A4 booklet | letter booklet • TEXT



Other languages(de) Der polizeiliche Zugriff auf DNA-Daten: Strategien der Gegenwehr"Neben einem Überblick über die juristische Situation in Deutschland zur DNA-Entnahme, sowie zur Einspeisung von DNA in die Datenbanken des BKA liefert diese Broschüre auch einige Erklärungen, sowie ein paar praktische Tipps zum Vermeiden von DNA-Spuren."
[image: Download]PDF

[image: Source]gen-ethisches-netzwerk.de


(el) Στρατηγικές για την αντιμετώπιση της πρόσβασης της αστυνομίας σε δεδομένα DNA"Μερικές συμβουλές για να μην αφήνεις ίχνη DNA εν ώρα δράσης."
[image: View online]Chapter 10: No Trace Project


[image: Download]Chapter 10: PDF: read | A4 booklet | letter booklet • TEXT


[image: Source]darknights.noblogs.org




Origin
Independent researchers

Topics
DNA, Police files

Type
Text

Last updated
March 22, 2023







(de/en/fr) “They're not stupid. They don't take their cell phones with them, of course.”
2020


by Weser-Kurier, mainstream newspaper (weser-kurier.de)
"There has been a whole series of arson attacks in Bremen (Germany), primarily against real estate companies. In the course of their investigative work, the police encountered a significant barrier."
[image: View online]No Trace Project

[image: Download]PDF: read | A4 booklet | letter booklet • TEXT


Other languages(de) "Die sind doch nicht dumm. Die nehmen ihr Handy natürlich nicht mit.""In Bremen gab es eine ganze Serie von Brandanschlägen, vor allem auf Immobilienfirmen. Bei ihrer Ermittlungsarbeit stößt die Polizei auf ein besonderes Problem."
[image: View online]No Trace Project

[image: Download]PDF: read | A4 booklet | letter booklet • TEXT

[image: Source]endofroad.blackblogs.org


(fr) "Ils ne sont pas stupides. Ils ne prennent pas leur téléphone portable avec eux, bien sûr.""Il y a eu toute une série d'incendies criminels à Brême (Allemagne), principalement contre des sociétés immobilières. Dans le cadre de son travail d'enquête, la police s'est heurtée à un obstacle de taille."
[image: View online]No Trace Project

[image: Download]PDF: read | A4 booklet | letter booklet • TEXT




Origin
State institution

Topic
Direct action

Type
Text

Last updated
March 15, 2023







(de/en/fr) Who wrote that?
2020


by Zündlumpen #76
"A brief overview of modern forensic linguistics methods for determining authorship. The following article tries to give an overview from a non-technical perspective and to make a corresponding evaluation."
[image: View online]No Trace Project

[image: Download]PDF: read | A4 booklet | letter booklet • TEXT


Other languages(de) Wer schreibt denn da?"Ein kleiner Überblick über Methoden der modernen Forensischen Linguistik zur Autorschaftsbestimmung. Der folgende Artikel versucht aus einer nicht fachlichen Perspektive einen Überblick über behördlich angewandte Methoden der Autorschaftsbestimmung bei Bekenner*innenschreiben und anderen Texten zu geben und eine entsprechende Einordnung vorzunehmen."
[image: View online]No Trace Project

[image: Download]PDF: read | A4 booklet | letter booklet • TEXT

[image: Source]zuendlappen.noblogs.org


(fr) Qui a écrit ça ?"Un bref aperçu des méthodes modernes de la criminalistique linguistique pour déterminer les auteur·ice·s d'un texte. L'article suivant tente de donner un aperçu d'un point de vue non technique."
[image: View online]No Trace Project

[image: Download]PDF: read | A4 booklet | letter booklet • TEXT




Origin
Friends & other activists

Topic
Digital surveillance

Type
Text

Last updated
January 25, 2023






(fr/it) Guide d'autodéfense numérique
2023


"Ce guide se veut une tentative de décrire dans des termes compréhensibles l'intimité (ou plutôt son absence) dans le monde numérique ; une mise au point sur certaines idées reçues en vue de mieux comprendre à quoi on s'expose dans tel ou tel usage de tel ou tel outil. Afin, aussi, de pouvoir faire le tri parmi les “solutions”, qui peuvent s'avérer dangereuses si l'on ne connaît pas leurs limites."
[image: View online]guide.boum.org
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Other languages(it) Guida all'autodifesa digitale"Questa guida vuole provare a descrivere in termini comprensibili l’intimità—o piuttosto la sua assenza—nel mondo digitale. Si tratta di chiarimenti su alcuni concetti che ci sono stati dati, per capire meglio ciò a cui ci esponiamo con l’utilizzo di strumenti che non sono neutri. Ma vuole anche offrire un ventaglio di possibili “soluzioni”, mai inoffensive se non ci si rende conto di ciò da cui non sono in grado di proteggerci."
[image: Download]Terza editizione, offline: PDF
Terza editizione, online: PDF
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(en/fr) Overview of Police Investigations Tied to a Combative Demo Against Mega-Basins
2023


by Libération (liberation.fr)
"Two people alleged to have damaged a water reservoir in Charente-Maritime are on trial this Thursday in La Rochelle. Phone bills, tailing and geolocation… To identify them, the investigators have deployed methods that are out of the ordinary."
[image: View online]No Trace Project
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Other languages(fr) Retour sur les enquêtes policières liées aux attaques en manif contre les mégabassines"Deux personnes soupçonnées d'avoir dégradé une réserve d'eau en Charente-Maritime sont jugées ce jeudi à La Rochelle. Fadettes, filature et géolocalisation... Pour les identifier, les enquêteurs ont déployé des moyens hors norme."
[image: View online]No Trace Project

[image: Download]PDF: read | A4 booklet | letter booklet • TEXT
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(en/fr) Some Initial Notes on the Investigation File Against Ivan
2022


by leveloetlefeu@riseup.net
"In June 2022, in France, Ivan was arrested in the early morning by the Anti-Terrorism Sub-Directorate (SDAT), accused of six vehicle fires. […] The following information comes from an initial quick reading of the investigation file."
[image: View online]No Trace Project
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Other languages(fr) Quelques premiers éléments du dossier d'enquête contre Ivan"En juin 2022, en France, Ivan se faisait arrêter au petit matin par la SDAT, accusé de six incendies de véhicules. [...] Les informations qui suivent sont issues d'une première lecture rapide du dossier d'enquête."
[image: View online]No Trace Project
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(de/en/fr) Latest developments and context concerning the 129 trial in Munich or: The persecution of anarchists and cigarette butts in the Bavarian-Christian kingdom
2022


"The following text is intended to give some background to the ongoing 129 trial [for criminal association] in Munich and to provide information about recent developments as well as to provide a general assessment of the whole situation."
[image: View online]No Trace Project
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Other languages(de) Neueste Entwicklungen und Hintergründe rund um das 129er Verfahren in München oder: Die Verfolgung von Anarchist*innen und Kippenstummeln im bajuwarisch-christlichen Königreich"Der folgende Text soll einige Hintergründe zu dem laufenden 129er Verfahren in München geben und über neueste Entwicklungen informieren als auch eine generelle Einschätzung zu dem ganzen Komplex liefern."
[image: View online]No Trace Project
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(fr) Derniers développements et contexte autour de la procédure §129 à Munich ou : les poursuites contre des anarchistes et des mégots au royaume chrétien de Bavière"Le texte suivant a pour but de donner quelques informations de fond sur l'enquête [pour association de malfaiteurs] basée sur l'article 129 du code pénal en cours à Munich, et de fournir les derniers développements ainsi qu'une évaluation générale de l'ensemble de l'affaire."
[image: View online]No Trace Project
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(el/en/fr) The Guide to Peer-to-Peer, Encryption, and Tor: New Communication Infrastructure for Anarchists
2022


"An exhaustive anarchist overview and guide to various apps and tech that utilize peer-to-peer and encryption."
[image: Download]For reading: PDF
For printing: PDF


[image: Source]itsgoingdown.org


Other languages(el) Οδηγός για Peer-to-Peer, Κρυπτογράφηση, και TOR: νέες υποδομές επικοινωνίας για αναρχικά"Μια εκτενής επισκόπηση από αναρχική σκοπιά, και ένας οδηγός για διάφορες εφαρμογές και τεχνολογίες που χρησιμοποιούν peer-to-peer και κρυπτογράφηση."
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(fr) Le guide du pair-à-pair, du chiffrement et de Tor : infrastructures numériques de communication pour les anarchistes"Un aperçu détaillé et un guide des diverses applications qui utilisent le pair-à-pair, le chiffrement et Tor."
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(de/en/es) About Orwell and the case of Mónica and Francisco
2020


by Soligruppe für Gefangene (panopticon.blackblogs.org)
"On July 24 [2020], Mónica Caballero and Francisco Solar were arrested in Chile […] on July 26th the detention hearing began, which lasted about 4 hours. […] The prosecution explained in detail what the two are accused of."
[image: View online]No Trace Project
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Other languages(de) Über Orwell und der Fall von Mónica und Francisco"Am 24. Juli [2020] wurden Mónica Caballero und Francisco Solar in Chile verhaftet [...] am 26. Juli begann der Haftprüfungstermin, der gute 4 Stunden dauerte. [...] Die Staatsanwaltschaft erläuterte bis ins Detail was den beiden vorgeworfen wird."
[image: View online]No Trace Project
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(es) Sobre Orwell y el caso de Mónica y Francisco"El 24 de julio [2020], Mónica Caballero y Francisco Solar fueron arrestados en Chile [...] el 26 de julio comenzó la prueba de detención, que duró unas 4 horas. [...] La fiscalía explicó en detaille de qué se les acusa a lxs dos."
[image: View online]No Trace Project
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(en/fr) Shane: An undercover cop in Hamilton, Ontario
2018


"He was here — on and off — for about 2 years, first appearing in the Summer of 2016. His name is “Shane”. That's his undercover name, and his real name. “Shane Bond”, is what he told us — with “us” being the different communities and circles in Hamilton he tried to infiltrate."
[image: View online]No Trace Project
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Other languages(fr) Shane : un flic infiltré à Hamilton, Ontario"Il était présent—par intermittence—depuis près de deux ans, apparaissant pour la première fois à l'été 2016. Il s'appelle "Shane". C'est à la fois son nom d'infiltré et son vrai nom. "Shane Bond", c'est ce qu'il nous a dit, ce "nous" étant les différents groupes et milieux d'Hamilton dans lesquels il a tenté de s'infiltrer."
[image: View online]No Trace Project
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(en) Snitches & Sleuths: An Update From Puget Sound Prisoner Support
2021


by Puget Sound Prisoner Support (pugetsoundanarchists.org)
"This information was compiled from public arrest documents regarding incidents in the Seattle area […]. We provide our observations of these cases to highlight the dangers of not following security practices, as well as to inform the community that one of the defendants has cooperated with the authorities."
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Highlighted resource for topic Direct action.

(en/fr) A recipe for nocturnal direct actions
2017


"Before we had ever done a night-time direct action, we felt hesitant to begin. We had no one to teach us the basics, and feared making stupid, easily preventable mistakes. For that reason, we want to share several logistical tips that we feel may be helpful in carrying out these actions."
[image: Download]For reading: PDF
For printing: PDF
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Other languages(fr) Recettes pour des actions directes nocturnes"Avant d'avoir fait une action directe durant la nuit, on hésitait à commencer. Il n'y avait personne pour nous enseigner les éléments de base, et on avait peur de faire des erreurs stupides qui auraient pu être facilement évitées. Pour cette raison, nous désirons partager quelques trucs logistiques qui pourraient s'avérer utiles à la réalisation de ces actions."
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(en/es) Green Scared?
2008


by Rolling Thunder (crimethinc.com/rt)
"At the end of 2005, the FBI opened a new phase of its assault on earth and animal liberation movements — known as the Green Scare […]. This offensive, dubbed Operation Backfire, was intended to obtain convictions for many of the unsolved Earth Liberation Front arsons of the preceding ten years — but more so, to have a chilling effect on all ecological direct action. In the following analysis […] we review everything we can learn from the Operation Backfire cases, with the intention of passing on the lessons for the next generation of environmental activists."
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Other languages(es) Terror Verde?"A finales de 2005, el FBI inició una nueva fase de su asalto a los movimientos de liberación animal y de la Tierra—conocida como el Terror Verde [...]. Esta ofensiva, bautizada como Operación Backfire, pretendía obtener condenas por muchos de los incendios provocados por el Frente de Liberación de la Tierra durante los diez años anteriores, pero, sobre todo, tener un efecto amedrentador sobre todas las acciones ecológicas directas. En el siguiente análisis [...] repasamos todo lo que podemos aprender de los casos de la Operación Backfire, con la intención de transmitir las lecciones a la próxima generación de activistas ecologistas."
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Related resource:  Toronto G20 Main Conspiracy Group: The Charges and How They Came To Be.

(en) Organizing Against the G20 in Toronto: Interview with Mandy Hiscocks
2012


"Amanda “Mandy” Hiscocks, a long-time activist from Guelph, Ontario, was centrally involved in organizing against the 2010 G20 summit in Toronto. This interview deals with instances of state repression against the opposition to the summit, including tactics and strategies used by the state to try to infiltrate the opposition."
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(de/en/fr) Analysis of the file for putting three anarchists under surveillance
2022


"In November 2021, three anarchists from Hamburg were notified that they had been put under surveillance by the Hamburg State Security Services of the Regional Criminal Police Office for two different periods of time. […] In what follows, we want to try to give access to the information we have. Not only because we believe that this information can be useful — but also to experiment with a collective way of dealing with the turmoil of such attacks and intrusions."
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Other languages(de) Observationen gegen Anarchist*innen"Im November 2021 erhielten drei Hamburger Anarchist*innen die Benachrichtigung, in zwei verschiedenen Zeiträumen vom Hamburger Staatsschutz des LKAs observiert worden zu sein. [...] Wir wollen im Folgenden versuchen, einen Einblick in die uns vorliegenden Informationen zu geben. Nicht nur weil wir denken, dass die Informationen hilfreich sein können—sondern auch, um mit einem kollektiven Umgang mit der Betroffenheit von solchen An—und Eingriffen zu experimentieren."
[image: View online]No Trace Project

[image: Download]PDF: read | A4 booklet | letter booklet • TEXT

[image: Source]de.indymedia.org


(fr) Analyse du dossier de "mise sous surveillance" de trois anarchistes"En novembre 2021, trois anarchistes de Hambourg ont reçu la notification qu'ielles avaient été mis-e-s sous surveillance par les services hambourgeois de Sûreté de l'État de l'Office régional de la police criminelle pendant deux périodes de temps différentes. [...] Dans ce qui suit, nous voulons tenter de donner un accès aux informations dont nous disposons. Non seulement parce que nous pensons que ces informations peuvent être utiles—mais aussi pour expérimenter une manière collective d'aborder le trouble que suscitent de telles attaques et intrusions."
[image: View online]No Trace Project
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(en/fr) Let's destroy the cameras
2022


"There are several ways to do this (which are far from being exhaustive, let's be creative): attacking the camera, opening the hatch, attacking cables."
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Other languages(fr) Détruisons les caméras"Pour cela il existe plusieurs moyens (qui sont loin d'être exhaustifs, soyons créatifs) : s'attaquer à la camera, ouvrir la trappe, s'attaquer aux câbles."
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(en) Practical Linux forensics: a guide for digital investigators
2021


by Bruce Nikkel
"Practical Linux Forensics dives into the details of analyzing postmortem images of Linux systems that were misused, abused, or attacked. You'll learn how to locate and interpret digital evidence on Linux desktops, servers, and IoT devices, and reconstruct a timeline of events after a crime or security incident."
[image: Download]PDF
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(el/en/fr/it) 5 widely accessible ways to take down drones
2020


"Wavelength, signal jammer; Laser; BB, pellet gun, air rifle; Kamikaze drones; Fishing wire, cord."
[image: Download]PNG


Other languages(el) 5 εύκολοι τρόποι να ρίξετε ένα drone"Παρεμποδιστής σήματος; Λέιζερ; BB gun, αεροβόλα; Drones-καμικάζι; Σχοινί ψαρέματος, νήμα."
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(fr) Cinq manières à la portée de tous pour abattre un drone"Brouilleur d'ondes ; Laser ; Carabine à plombs ; Drone kamikaze ; Fil de pêche."
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(it) 5 modi alla portata di tutti per abbattere un drone"Jammer; Laser; Fucile a piombini; Drone kamikaze; Lenza da pesca."
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(it) FAQ DNA: ovvero un piccolo squarcio su alcune misconcezioni comuni a proposito del DNA e del suo utilizzo in campo penale
2017


"Questo opuscolo nasce come trascrizione di una chiacchierata […] tra i compagni di [Firenze], colpiti da più di un anno da un'operazione repressiva denominata “Operazione Panico”, un biologo ed un avvocato. Il senso di questa iniziativa era, per noi, principalmente iniziare a schiarirci le idee rispetto alla tematica dell'uso repressivo del DNA, confrontandoci con chi ci potesse aiutare a muovere i primi passi nella comprensione sia delle cosiddette basi scientifiche di cui il sistema giuridico si sta dotando per affinare il proprio operato, che del funzionamento delle nuove leggi, disposizioni e procedure in materia di prelievo e uso forense della prova genetica […]."
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Origin
Friends & other activists

Topics
DNA, Police files

Type
Text

Last updated
November 29, 2021





(de) Umgang mit DNA in der Praxis
2021


by Antirepressionsplattform Berlin
"Seit mehreren Jahren wird aber auch die DNA-Analyse wichtiger für politische Ermittlungsverfahren. Die Polizei sammelt immer mehr DNA-Spuren an Tatorten und von Verdächtigen. Mittlerweile können durch bessere Techniken bereits kleinste Spuren eine Aussagekraft über Menschen geben. Manchmal ist eine DNA-Spur vor Gericht entscheidend für eine Verurteilung. Das alles wirft Fragen auf, die wir mit dieser Comic-Story zumindest ansatzweise angehen wollen. Wo befindet sich überhaupt DNA und wie kommt sie dahin? Wie verhalten wir uns bei Aktionen oder bei drohender Repression? Wir wollen sicherer im Umgang mit DNA bei Aktionen und in Strafverfaren werden."
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(en/fr/sv) To (try to) keep the cops at bay
2020


by Svart måne nummer Eld
"There are many guides out there that describe everything from the best ways of building timed incendiary devices, to dealing with DNA, to anti-forensic methods and how to secure digital information against search and seizure or government surveillance. Some of them are over forty years old, others are newer, some of them still hold up while others need updating. We thought it wouldn't hurt to have some suggestions, a brief “things to consider” article, that is reasonably up-to-date in regards to the enemy's methods."
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Other languages(fr) Pour (essayer de) tenir les flics à distance"Il existe de nombreux guides qui décrivent toutes sortes de choses, depuis les meilleurs moyens de fabriquer des engins incendiaires à retardement à la gestion des traces ADN, en passant par les techniques pour contrer la police scientifique et les manières de protéger des données numériques face aux perquisitions, aux saisies ou à la surveillance gouvernementale. Certains d'entre eux ont plus de quarante ans, d'autres sont plus récents, certains sont encore valables, d'autres doivent être mis à jour. Nous avons pensé que ça ne ferait pas de mal de rassembler quelques suggestions, un article pas trop long avec des "trucs à prendre en considération", qui soit raisonnablement en phase avec les méthodes de l'ennemi."
[image: View online]No Trace Project
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(sv) Att (försöka) hålla snuten på avstånd"Det finns många guider därute som beskriver alltifrån hur du bäst bygger tidsin-ställda brandbomber till hur du hanterar DNA, anti-forensiska metoder och hur du bäst säkrar digital information mot husrannsakan eller statlig övervakning. Vissa av dem är över fyrtio år gamla, andra är nyare, vissa av dem håller än medan andra behöver uppdateras. Vi tänkte att det inte skulle skada med ett litet förslag, en liten att-tänka-på-artikel, som ligger någorlunda i fas med fiendens metoder."
[image: View online]No Trace Project
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(de/en/fr) It's not just their techno-surveillance tools in our lives, it's the lice too
2021


"It all starts with a first meeting: they are offered a job, money or accommodation in exchange for information. They are told that they will be able to speed up their administrative procedures, and that they will be slowed down if they refuse. Under pressure, this person thus put his finger in the gears and agreed to go to regular meetings with plainclothes cops in a park near the police station."
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Other languages(de) Es gibt nicht nur ihre Techno-Überwachungswerkzeuge in unserem Leben, es gibt auch noch die Snitches"Alles beginnt mit einem ersten Treffen: man bietet ihm Arbeit an, Geld oder eine Wohnung im Austausch für Informationen. Man stellt ihm eine schnellere Bearbeitung seiner Anträge in Aussicht, und diese umgekehrt zu verzögern, sollte er sich weigern. Unter Druck gesetzt hat er zugestimmt sich zu regelmäßigen Treffen mit Zivis in einem Park in der Nähe des Kommissariats zu begeben."
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(fr) Y a pas que leurs outils de techno-surveillance dans nos vies, y a les poukaves aussi"Tout commence par un premier rendez-vous : on lui propose un travail, de l'argent ou un logement en échange d'informations. On lui fait miroiter une accélération dans ses démarches administratives, et à l'inverse de les freiner en cas de refus. Mise sous pression, cette personne a ainsi mis le doigt dans l'engrenage et accepté de se rendre à des rendez-vous réguliers avec des flics en civil dans un parc, près du commissariat."
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(de/en/fr/it) Surveillance and Other Nuisances
2021


"An evaluation of the observation and surveillance of the three anarchists convicted in the so-called “Parkbank trial”."
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Other languages(de) Observationen und andere Ärgernisse"Eine Auswertung zu Observation und Überwachung gegen die drei im sogenanten "Parkbank-Verfahren" veurteilten Anarchist_innen."
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(fr) Espionnages et autres désagréments"Une analyse de la mise sous observation et de la surveillance des trois anarchistes condamné-e-s dans le dit "Procès du banc-public"."
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(it) Sulla sorveglianza e altre seccature"Un'analisi delle tecniche di indagine e di sorveglianza utilizzate contro i tre compagni anarchici condannati nel caso "Parkbank"."
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(de) How to Digitale Sicherheit
2021


by currydigital@riseup.net
"Die Unterdrücker*innen wissen was sie tun, wir sollten dazu auch in der Lage sein. Hier ist eine kleine einfache Schritt-für-Schritt Anleitung, wie ihr euch sicherer im Internet und auf Demos bewegen könnt. Von Mails verschlüsseln, über alternative Betriebssysteme, hin zu unregistrierten SIM-Karten."
[image: Download]PDF



Origin
Friends & other activists

Topic
Digital surveillance

Type
Text

Last updated
September 1, 2021







(de/en/fr/it) Radio silence
2017


"A collection of texts about sabotage, repression and smoke signals from clandestinity."
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Other languages(de) Funkstille"Von Sabotage, Repression und Rauchzeichen aus der Klandestinität."
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(fr) Silence radio"Recueil de textes à propos de sabotage, de répression et de signaux de fumée depuis la clandestinité."
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(it) Silenzio radio"Su sabotaggi, repressione e segnali di fumo dalla clandestinità."
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(de) Interview mit Thomas Meyer-Falk zu Überwachung im Knast
2021


by Thomas Meyer-Falk
"Thomas Meyer-Falk (Sicherungsverwahrung der JVA Freiburg) berichtet über Formen der Überwachung im Knastalltag."
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(de) Get Connected: Archiv
2002-?


by Datenschutzgruppe der Roten Hilfe Heidelberg
"Eine Sammlung von Essays über Computer, Repression und Datenschutz."
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(de) Die lange Suche nach einem Rucksack
2021


"An einem Aktionsort wurde ein Rucksack gefunden, der von den Bullen durch den Inhalt der Aktion zugeordnet wurde. Wir wollen zeigen, welchen Aufwand die Bullen betrieben, um heraus zu bekommen wo dieser Rucksack gekauft wurde. Die Aktion war ein Feuer, mit großem Sachschaden. Der Ermittlungsdruck in diesem Fall war sehr hoch, daher auch der große Aufwand der Ermittlungen."
[image: View online]No Trace Project
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(de) Enttarnung der ehemaligen verdeckten Ermittlerin Maria “Block” / Böhmichen
2015-2016


"Enttarnung der ehemaligen verdeckten Ermittlerin Maria “Block” / Böhmichen in der linken Szene Hamburgs."
[image: View online]enttarnungen.blackblogs.org
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(de) Rechercheartikel zur Enttarnung eines V-Manns der Staatsschutzbehörden NRW
2020


"Wir dokumentieren an dieser Stelle einen Rechercheartikel […] zur Enttarnung eines V-Manns der Staatsschutzbehörden NRW, der in den 1990iger über Jahre in Wuppertal und Solingen in der linken Szene aktiv war. Die Wahrheit wird uns nicht davonlaufen!"
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(de/en/it) What Remains Is Grief, Anger and Incomprehension
2021


"This text tries to come to terms with the events surrounding the repression case in Zurich, in which a former anarchist fellow directed suspicion towards other people in his environment in order to clear himself. It is about repression, betrayal and other abysses."
[image: View online]No Trace Project
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Other languages(de) Zurück bleiben Trauer, Wut und Unverständnis"Dieser Text versucht die Geschehnisse rund um den Repressionsfall in Zürich aufzuarbeiten, bei dem ein ehemaliger anarchistischer Gefährte gegenüber der Staatsanwaltschaft den Verdacht auf andere Leute in seinem Umfeld gelenkt hat, um sich selbst zu entlasten. Es geht um Repression, Verrat und andere Abgründe."
[image: View online]No Trace Project
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(it) Restano solo dolore, rabbia e incomprensione"Questo testo cerca di affrontare gli eventi inerenti il caso di repressione a Zurigo in cui un ex compagno anarchico ha diretto i sospetti su altre persone del suo ambiente per scagionare se stesso. Si tratta di repressione, infamia ed altri abissi."
[image: View online]No Trace Project
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(de) Fit für Aktion: Digitale Sicherheit
2021


"Hier findest du: Informationen zur Nutzung von digitalen Kommunikationsmitteln, Umgang mit Daten und deinem Computer; Programmempfehlungen; Texte zum Verständnis von Informationstechnologie und Programmen."
[image: View online]fit-fuer-aktion.wiki
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(it) La scienza al servizio della repressione
2017


"Indice: una Banca Dati Nazionale anche in Italia, il DNA come prova schiacciante d'accusa, il DNA rafforza le tesi eugenetiche, resistere al prelievo di DNA."
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(de) Podcast zu Klandestinität
2020


"Die Entscheidung eines engen Gefährten, sich den Klauen des Staates zu entziehen, konfrontierte uns mit einer Situation, die uns bisher unbekannt war und uns ehrlich gesagt vollkommen überforderte. Wir haben uns auf die Suche nach Erfahrungen und Spuren gemacht, um der schemenhaften Gestalt der Klandestinität Konturen geben zu können. Wir denken, dass es enorm wichtig ist, das Thema mit all seinen Fragen und Facetten als gemeinsame Realität vieler Menschen zu sehen. Ein Leben, fern von den bekannten Orten und geliebten Menschen. Ein Leben, das Menschen zu Unsichtbaren macht. Dieser Podcast basiert auf einem Vortrag, welcher im Mai 2019 im deutschsprachigen Raum gehalten und von verschiedenen Radiomachenden nachgesprochen wurde."
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Teil 2: MP3 - 29.3 MB


[image: Source]infolorafr.noblogs.org



Origin
Friends & other activists

Topic
Clandestinity

Type
Audio

Last updated
August 4, 2021





(it) Sul prelievo del DNA e perché rifiutarlo
2018


"Questo testo è rivolto a tutti i detenuti e a tutte le detenute. Molti avranno già probabilmente sentito parlare di test del DNA, vuoi per trasmissioni televisive, vuoi per gli eclatanti “casi alla ribalta” sui media in questi ultimi anni, vuoi perché si conosce qualcuno che è dentro per questioni di DNA o perché si è sentito dire che, subito prima di uscira, verrà chiesto di farselo prendere. Queste pagine tenteranno di spiegare di che si tratta, perché magistrati e sbirri sono così interessati al nostro DNA, come intendono usarlo e come e perché, a nostro avviso, vale la pena opporsi alla schedatura del profilo genetico."
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(es/it) Tracce : sulle tracce di DNA
2021


"La scienza che studia il DNA si è evoluta enormemente negli ultimi anni, affinando le sue tecniche e la precisione con cui riesce ad associare tracce di materiale biologico (attraverso il sequenziamento del profilo genetico che si trova all'interno) con l'identificazione di una persona unica."
[image: Download]PDF


Other languages(es) Trazas : sobra las trazas de ADN"La ciencia que estudia el ADN ha evolucionado enormemente en los últimos años, afinando sus técnicas y la precisión con la cual logra asociar trazas de material biológico (mediante la secuenciación del perfil genético que se encuentra en su interior) con la identificación de una persona única."
[image: Download]PDF
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(de) Schöner leben ohne Spitzel
2011


by Antifaschistische Linke Berlin
"Es ist keine angenehme Vorstellung, dass jemand, mit dem du – womöglich sehr eng – zusammenarbeitest, mit dem/der du einen trinken gehst, der/die mit einer/m deiner Freund_innen schläft, in Wirklichkeit alles, was du machst, untergraben will. Spitzel sind leider eine uralte Begleiterscheinung von Herrschaft und Oppositionelle mussten sich zu allen Zeiten mit ihnen herumschlagen – aber selten waren sie auf Spitzel so gut vorbereitet, dass sie mit ihnen, bzw. einem Spitzelverdacht vernünftig und zielgerichtet umgehen konnten. Diese Broschüre vermittelt Erfahrungen, die verschiedene Gruppen an verschiedenen Orten in den letzten Jahren gemacht haben, und die Lehren, die daraus gezogen wurden."
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(es) Drones de vigilancia en Chile
2020


by Evade la vigilancia (evade.noblogs.org)
"Hace algunas semanas se reportaba en la Provincia de Arauco el avistamiento de aviones militares sobrevolando constantemente el territorio, finalmente se pudo identificar el avión como un CASA C-295 Persuader. A esto se suma que desde el mes de mayo se registran vuelos del drone Hermes 900 de la Fuerza Aérea sobre la ciudad de Temuco, pero ya desde el año 2014 comunidades mapuche vienen denunciando el uso de aeronaves no tripuladas para vigilar el Wallmapu. Debido a esto decidimos escribir esta entrada que recopila diversos drones de categoría militar que poseen las distintas ramas de las fuerzas armadas junto a los drones civiles más utilizados para tareas de vigilancia."
[image: View online]evade.noblogs.org
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(es/it) Exclusión: ninguna coincidencia
2017


"Indice: introducción (conocer al enemigo), acerca del adn (aspecto técnico), legislación adn, bases de datos, autodefensa (minimizar los rastros), conclusión (el nonsense de la privacidad y la necesidad de la acción)."
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Other languages(it) Esclusione: nessuna coincidenza"Indice: introduzione (conoscere il nemico), sul dna (aspetto tecnico), legislazione dna, database, autodifesa (minimizzare le tracce), conclusione (il nonsense della privacy e la necessità della azione)."
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(es) Mil sabots: Mil maneras de acabar con el control
2019


"La idea de escribir esta publicación surge de la necesidad de continuar y ampliar el discurso alrededor de las tecnologías de control (especialmente del ADN) con fines represivos, pero también como método de fichaje diario."
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(en/fr/it) The world in a spit
2016


"A few days ago in Italian prisons commenced the collection of samples destined to compose the National Archive for DNA, an institution run under the Minister of Internal Affairs who is busy compiling the genetic profile of all the individuals incarcerated, investigated, arrested or detained, along with the DNA found on crime scenes. […] DNA as a piece of evidence, is presented as if it were definitive, irrefutable, synonym of absolute truth."
[image: View online]No Trace Project
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Other languages(fr) Le monde dans un crachat"Il y a quelques jours a commencé dans les prisons italiennes le prélèvement d'échantillons destinés à établir l'Archive Nationale de l'ADN, une institution soumise au contrôle du Ministère des Affaires Intérieures qui est occupé de rassembler le profil génétique de tous les individus sous investigation, inculpés, arrêtés ou en garde à vue, ainsi que l'ADN trouvé sur les scènes de crimes. [...] L'ADN en tant qu'élément de preuve est présenté comme si il était définitif, irréfutable, synonyme de vérité absolue."
[image: View online]No Trace Project
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(it) Il mondo in uno sputo"Alcuni giorni fa nelle carceri italiane sono iniziati i prelievi destinati a costituire l'Archivio Nazionale dei Dna, istituto di competenza del Ministero degli Interni che raccoglierà i profili genetici di tutte le persone detenute, indagate, arrestate o fermate, assieme ai Dna ritrovati sui luoghi del delitto. [...] La prova del Dna viene presentata come se fosse definitiva, irrefutabile, sinonimo di verità assoluta."
[image: View online]No Trace Project
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(de) Brandstiftungen an Kraftfahrzeugen (Deutsches Polizeiblatt)
2012


by Deutsches Polizeiblatt
"Eine Diskussion polizeilicher Taktiken im Hinblick auf sich ausbreitende Brandstiftungen an PKW in Hamburg sowie Berlin, mit einem besonderen Fokus auf sowohl Präventionsstrategien, als auch Ermittlungsansätze der Bullen."
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(de/en) Dangerous Friendships
2021


"On 27.02.2020, two friends are intercepted by the BKA (“Bundeskriminalamt”, Federal Criminal Police Office of Germany), one at the airport and the other at work, in order to take their DNA on the spot. They are accused by court order of arson against cars belonging to Deutsche Bahn some ten years ago. Thereafter, the two people are sent tens of thousands of pages of files. These include criminal investigations from more than 15 years, some of which have been discontinued. The contents described here are based exclusively on the files available to us."
[image: View online]gefaehrlichefreundschaften.noblogs.org


Other languages(de) Gefährliche Freundschaften"Am 27.02.2020 werden zwei Freundinnen am Flughafen und auf der Arbeit vom BKA abgefangen, um ihnen an Ort und Stelle DNA abzunehmen. Der richterliche Beschluss beschuldigt sie der Brandstiftung an Autos der Deutschen Bahn vor etwa zehn Jahren. Danach werden den zwei Betroffenen zehntausende Seiten Akten zugesandt. Diese umfassen Ermittlungsverfahren aus über 15 Jahren, davon sind einige eingestellt. Die hier geschilderten Inhalte beruhen ausschließlich auf den uns vorliegenden Akten."
[image: View online]gefaehrlichefreundschaften.noblogs.org
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(en) Digital Defense
2018


"This guide is an incomplete, evolving project collecting some of the many guides and instructions available on how to handle digital security threats and general practices."
[image: View online]digitaldefense.noblogs.org
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(en/fi/it/pt) Doxcare: Prevention and Aftercare for Those Targeted by Doxxing and Political Harassment
2020


by CrimethInc (crimethinc.com)
"This step-by-step guide explains how to protect yourself from online stalkers, why it is important, and what to do if you are targeted for “doxxing” — the publishing of your private information. In a era of universal surveillance, when livestreamers broadcast every major demonstration while fascists, FBI agents, and police officers comb through social media posts to gather intelligence with which to harass activists, there has never been a better time to take steps to secure your privacy. Here's how."
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Other languages(fi) Doxcare: Doxxauksen ja poliittisen häirinnän ennaltaehkäisy ja vahingon minimointi"Tässä oppaassa kerrotaan vaihe vaiheelta, kuinka suojautua verkkohäiritsijöiltä, miksi se on tärkeää, ja mitä tehdä, jos joudut ”doxxauksen” kohteeksi. Doxxaus tarkoittaa henkilökohtaisten tietojesi julkaisemista.  On korkea aika ryhtyä toimiin yksityisyytesi turvaamiseksi, ja sitä varten tämä opas on kirjoitettu."
[image: View online]crimethinc.com


(it) Doxcare: Prevenzione e follow-up per chi viene preso di mira da doxxing e persecuzioni politiche"Questa guida dettagliata spiega come proteggersi dagli stalker online, perché è importante e cosa fare se si è presi di mira dal "doxxing," ovvero la pubblicazione delle proprie informazioni riservate. In un'epoca di sorveglianza universale, quando i livestreamer trasmettono tutte le principali manifestazioni mentre fascisti, agenti dell'FBI e agenti di Polizia setacciano i post sui social per raccogliere informazioni con cui perseguitare gli attivisti, non c'è mai stato un momento migliore per prendere provvedimenti per proteggere la tua privacy. Ecco come fare."
[image: View online]crimethinc.com


(pt) Doxcare: Prevenção e Redução de Danos para Pessoas que Foram Alvo de Doxxing e Assédio Político"Esse guia passo-a-passo explica como se proteger de assediadores online, porque isso é importante e o que fazer se você for alvo de "doxxing"–a compilação e publicação de suas informações pessoais, muitas vezes seguidas de intimidações e ataques. Em uma era de vigilância universal, onde pessoas transmitem ao vivo toda manifestação minimamente grande enquanto fascistas, agentes de inteligência e da polícia passam um pente fino pelas postagens em redes sociais para juntar informações com a qual possam assediar ativistas, nunca houve momento melhor para tomar medidas para garantir sua privacidade. Aqui está como você pode fazer isso."
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(de) Mantrailing für den Realeinsatz: Hunde als Geruchsdetektive
2006


by Andrea Freiin von Buddenbrock
"Dieses Buch möchte Hundeführern, Interessierten und allen, die Hunde zum Mantrailing einsetzen, einen Überblick darüber verschaffen, was Mantrailing ist und was die gut ausgebildete Hundenase zu leisten vermag."
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This resource is partly outdated, but can still be useful. Please read it with caution.

(de) Observation: Praxisleitfaden für private und behördliche Ermittlungen
2014


by Klaus-Henning Glitza
"Ein Observations-Handbuch für Privatdetektive ebenso wie Bullen, das an vielen Stellen ausführlich Strategien, sowie Ziele und Verhaltensregeln von Observant*innen beschreibt."
[image: Download]Surveillance Archive ?This is a link to the Surveillance Archive. Use Tor Browser to access it.
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This resource is partly outdated, but can still be useful. Please read it with caution.

(de) Observationen gegen die Radikal-Redaktion 1993-1995
2009


"Ein Erfahrungsbericht eines Teils der ehemaligen Radikal-Redaktion zu den zwischen 1993 und 1995 gegen sie stattfindenden Observationsmaßnahmen und wie sich diese auf ihre Arbeit und auf ihr Leben ausgewirkt haben."
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(de) Spitzel: Eine kleine Sozialgeschichte
2004


by Markus Mohr, Klaus Viehmann (Hg.)
"Die zumindest in politischen Kreisen naheliegende Frage “Wer ist ein Spitzel?”, wird hier an keiner Stelle explizit reflektiert. Wir wollen keine schematischen Spitzelenttarnungsrezepte liefern, wo selbstständiges Denken, Analysieren und Aufmerksamkeit jenseits der Paranoia gefordert sind. Wer dieses Buch gelesen hat, wird aber unserer Meinung und Hoffnung nach mit dieser Frage verant- wortlicher umgehen können als zuvor. Er oder sie werden wissen, was sie schon wussten, dass es nämlich Spitzel gibt, aber sie werden hinzugelernt haben, wann, wie und wo sie aufgetreten sind. Welche Methoden sie anwenden, mit welchen Legenden sie arbeiten und wie sie — zumindest manchmal — enttarnt werden konnten. Sie werden auch eine Ahnung davon bekommen haben, in welchen Verhältnissen Spitzel wachsen und gedeihen können und welche soziale und politische Umwelt ihnen eher hinderlich ist."
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Related resource:  Organizing Against the G20 in Toronto: Interview with Mandy Hiscocks.

(en) Toronto G20 Main Conspiracy Group: The Charges and How They Came To Be
2012


"This zine explores the conspiracy case that came out of the G20 summit in Toronto, Canada in 2010. It examines the role anarchists played in organizing resistance to the G20 and the ways in which the state responded to this activity. It can help sharpen our understanding of how states use surveillance, infiltration, and the legal system itself to prevent people from acting. It's an important expansion on the topics raised in other more basic security culture zines."
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(de) Was nicht passt, wird passend gemacht! Auswertung der Akten “militante Kampagne gegen G8”.
2012


"Am 9. Mai 2007 durchsuchten Bundesanwaltschaft (BAW) und Bundeskriminalamt (BKA) zahlreiche Wohnungen und andere Räumlichkeiten in Berlin, Bremen, Hamburg und Land Brandenburg. Anlass war das Ermittlungsverfahren […] der BAW gegen zuletzt 18 Personen wegen des Verdachts der Bildung einer terroristischen Vereinigung. Vorgeworfen werden dieser Vereinigung diverse v.a. Brandanschläge in den Regionen Hamburg und Berlin zwischen 2005 und 2007. Mitte Juni 2007 übermittelte die BAW im Rahmen der Akteneinsicht einen “Auszug” der Ermittlungsakten. Dies ist die Auswertung dieses “Auszugs”."
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(en) London Calling: a cellphone and internet security primer for the criminally-minded anarchist
2011


"There's a fair amount of skepticism, mixed messages, and general confusion in criminally-minded political scenes these days about what, exactly, constitutes good security in relation to technology. We want to try to clarify a few things, and help you to protect yourself against surveillance."
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(en) Defend dissent
2021


"Defend Dissent is an introduction to cryptography paired with the social impacts of surveillance and the protective potential of encryption, with a focus on US social movements. Each chapter ends with a story that brings social context to the material — from surveillance used against contemporary US protests to the African National Congress's use of partially manual encryption in fighting apartheid in South Africa in the 80s."
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(en) Cover your forehead! And other lessons from pax
2012


"This zine consists of lessons drawn from the case of Portland area anarchist Pax, who was arrested in May of 2012 and initially charged with 72 felonies. He later plead to 3. Here's some tips gleaned from his case…"
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(en/fa/id/pt/ru/uk) Fashion Tips for the Brave
2008


by CrimethInc (crimethinc.com)
"The goal of the bloc as a tactic is to have everyone look as similar as possible, so that, ideally, no single individual can be identified within the anonymous mass. This helps to keep everybody safer."
[image: View online]crimethinc.com


Other languages(fa) نکات فشن برای افراد بیباک"هدف از اجرای این تاکتیک موسوم به بلوک سیاه (Black Bloc) این است که با پوشیدن لباسهای سراسر مشکی همه تا جای ممکن مثل هم باشند، به این ترتیب در حالت ایدئال، هیچ فردی در تودهی افراد ناشناس قابل شناسایی نخواهد بود. این به حفظ امنیت همه کمک میکند."
[image: View online]crimethinc.com


(id) Tips Berpakaian bagi Para Pemberani yang Keren"Blok sebagai taktik bertujuan untuk membuat setiap orang terlihat semirip mungkin, sehingga, idealnya, tidak ada satu individu pun yang dapat teridentifikasi dalam massa yang anonim. Ini membantu semua orang menjadi lebih aman."
[image: View online]crimethinc.com


(pt) Dicas de Moda Para Pessoas com Coragem"O objetivo do bloco como uma tática é fazer com que todos pareçam o mais semelhante possível, de modo que, idealmente, nenhum indivíduo possa ser identificado dentro da massa anônima. Isso ajuda a manter todo mundo mais seguro."
[image: View online]crimethinc.com


(ru) Модные советы для смелых"Цель блока как тактики – чтобы все выглядели как можно неотличимее друг от друга, и чтобы, в идеале, никого из анонимной массы нельзя было выделить и идентифицировать. Это повышает безопасность каждого."
[image: View online]crimethinc.com


(uk) Як одягаються сміливі"Мета блоку як тактики — максимально уніфікувати вигляд усіх присутніх, щоб в ідеалі жодну особу не могли виокремити з-посеред анонімної маси. Це допомагає всіх убезпечити."
[image: View online]crimethinc.com
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Related resource:  How Law Enforcement Gets Around Your Smartphone's Encryption.

(fr) Point sécu : le “kiosk”, arme ultime de la police ?
2020


"La nouvelle a fait grand bruit : la police va se doter sous peu de boîtiers qui seraient capables de rentrer dans virtuellement n'importe quel smartphone, aussi protégé soit-il. Cet appareil nommé le “kiosk” […] permettrait de brancher n'importe quel appareil et d'en extraire les informations en quelques minutes, sans compétence informatique particulière. […] Dans les faits, les choses sont plus compliquées."
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(en) Secrets & Lies
2009


"What are we feeling when we are keeping secrets? Militant, bonded, closed, awkward, confused, powerful, included, privileged, strong, paranoid, stressed, exhilarated, endangered, deceitful, needy? How we do deal with all these feelings, how do we live our lives around them? How do we keep vigilant over the myriad consequences of living that kind of life and the subconscious reasons behind the choices we make? […] What are we keeping secret and when are we keeping secrets simply for the form and the pleasure of it rather than the necessity?"
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(de) Kriminaltechnik: Expertise
2009


by Robert Weihmann
"Publikation von Robert Weihmann (Bullenschwein und u.a. Mitglied in RAF-Sonderkommissionen) aus dem Jahr 2009. Es beinhaltet sämtliche Themenbereiche der Kriminaltechnik und gibt einen sehr konkreten Blick in die Polizeiarbeit."
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Highlighted resource for topics Direct action, Fingerprints, Other physical traces.

(de) Prisma
2010


by lunatics for system change
"Für eine Welt ohne Schlösser und Schranken und ein besseres Leben für alle!"
[image: Download]Kapitel "Unsere eigene Sicherheit" in Prisma: ntpfiles.noblogs.org
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(de/en) Tips and Tricks for Riots
2016


by Autonomes Blättchen (autonomesblaettchen.noblogs.org)
"Advice on how to act prudently and with panache in the streets."
[image: View online]No Trace Project

[image: Download]PDF: read | A4 booklet | letter booklet • TEXT


Other languages(de) Tipps und Tricks für Riots and Stuff"Hinweise zum umsichtigen und schwungvollen Agieren auf der Straße."
[image: View online]No Trace Project
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(de) Vorsicht Spuren!
2012


"Es gibt praktische keine “Umweltveränderung” (Bürgerinnen nennen es Straftat), die keine Spuren hinterlässt. Und die können inzwischen von Kriminaltechnikerinnen bzw. Wissenschaftler*innen in der Regel zum “Sprechen” gebracht werden. Am Ort des Geschehens wie auf dem Rückweg."
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(en/fr) We're Being Watched: Poke Their Eyes Out
2020


"A guide to putting Toulouse's cameras into early retirement. This guide only deals with methods of destroying camera cabling. To destroy the camera itself you have to knock down the mast or climb to the top to break the camera, this requires heavy and cumbersome equipment (disk cutter, ladder…) and is therefore another story."
[image: View online]No Trace Project
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Other languages(fr) Moudenc nous surveille : crève lui les yeux"Un guide pour mettre les caméras toulousaines en retraite anticipée. Ce guide ne traite que de méthodes visant à détruire le câblage des caméras, pour détruire la caméra elle même il faut abattre le mât ou grimper en hauteur pour péter l'optique, ça nécessite du matériel lourd et encombrant (disqueuse, échelle...) et c'est donc une autre histoire."
[image: View online]No Trace Project
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(de) Gegen Repression in Leipzig & sonstwo
2012-?


"Diese Website ist eine gemeinsame Plattform des Leipziger Ermittlungsausschusses (EA) und der Roten Hilfe Leipzig. Wir befassen uns mit staatlicher Repression gegen linke Politik, unterstützen Betroffene und informieren über Gegenstrategien."
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This resource is partly outdated, but can still be useful. Please read it with caution.

(de) Leitfaden zum Datenzugriff: insbesondere für den Bereich der Telekommunikation
2011


by General staatsanwaltschaft München
"Über: übersicht über ermittlungsmaßnahmen, gesetzliche grundlagen, tipps für die praxis, definitionen und begriffsbestimmungen, übersicht über speicherfristen, zugriff auf ausländischen server, rechtsnormen."
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(es) Consejos útiles a la hora de acudir a una manifestación
2021


(culturadelaseguridad.noblogs.org)
"La charla está dividida en tres fases: antes, durante y después de una manifestación. Aunque está bastante orientado a una manifestación ilegal o tensa de por si, sería importante incorporar todo eso de forma más o menos automática para ir a cualquier tipo de marcha (al menos las cuestiones más básicas) como forma de integrarlo en nuestro día a día y porque a veces una manifestación legalizada y pacífica se convierte en algo distinto."
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(en/es/fr/pt) How To Form an Affinity Group: Essential Building Blocks of Anarchist Organization
2017


by CrimethInc (crimethinc.com)
"You and your friends already constitute an affinity group, the fundamental building block of anarchist organization. Here's how affinity groups work and the advantages they offer."
[image: Download]PDF


Other languages(es) Grupos de Afinidad : Una Parte Esencial de la Organización Anarquista"Tú y tus amigos ya son un grupo de afinidad, la célula fundamental de la organización anarquista. Aquí podrás ver cómo funcionan los grupos de afinidad y las ventajas que ofrecen."
[image: Download]PDF


(fr) Les Groupes Affinitaires : l'élément essentiel de l'organisation anarchiste"Vous et vos amis constituez déjà un groupe d'affinité, l'élément essentiel de l'organisation anarchiste. Voici comment fonctionnent les groupes d'affinité et les avantages qu'ils offrent."
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(pt) Grupos de Afinidade : A Unidade Fundamental da Organização Anarquista"Que cinco pessoas se encontrem decididas para o relâmpago da ação e não para a agonia da sobrevivência — a partir desse momento, termina o desespero e começa a tática."
[image: Download]PDF
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(en) Choosing Your Friends Wisely for Illegal Activities
Unknown date


by Animal Liberation Front
"We need to stress the importance of choosing your “friends” wisely. As we have seen, even cell members can turn into informers when the heat is on and fear has taken over their reasoning. Here are a few words on how to better choose the people that you take action with."
[image: View online]No Trace Project
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(en) Guide to Closed Circuit Television (CCTV) Destruction
2001


by RTMARK
"All methods described in this guide have been thoroughly tested in practice."
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This resource is partly outdated, but can still be useful. Please read it with caution.

(en) How to ZAP a Camera: Using Lasers to Temporarily Neutralize Camera Sensors
2002


by Michael Naimark
"If a camera's location is known, and can be seen, and is stationary, a tripod/rifle scope/gun sight laser system can successfully zap it, even at distances greater than 100 meters. If a camera is roving, a golf scope/gun sight laser can intermittently zap it by hand with little effort."
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(en) Investigators' Dirty Tricks
Unknown date


by Animal Liberation Front
"This article will show you the tricks that federal, state and local investigators use to encourage you to give up your right to remain silent. It is intended to prepare you for their underhanded ways while stressing the importance of not talking or trying to deceive them."
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(en) Operational Security Guide
2016


by Jonathan 'smuggler' Logan
"Operational Security is a complex topic. A few years ago I did a seminar on the subject for a humanitarian organization that operated in a hostile environment. […] I hope it inspires and helps others that have to do their jobs under the eyes of hostile actors."
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(de/en) Magazine for the promotion of resistance against the digital attack
2014-?


by capulcu (capulcu.blackblogs.org)
"Here you can find our brochures on digital self-defense and resistance against the technological attack."
[image: Download]Volume II: Disconnect! Keep the future unwritten: PDF



Other languages(de) Hefte zur Förderung des Widerstands gegen den technologischen Angriff"Hier findet ihr unsere Broschüren zum Thema Digitale Selbstverteidigung und Gegenwehr gegen den technologischen Angriff."
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(en/fr/it) A Few Clarifications Concerning a Keylogger Installed in My Computer
2018


by Somma Gioacchino (RadioAzione)
"The keylogger was a proper bug, sent to my PC via Internet through a virus, and it was capable of intercepting everything around my computer. It was sufficient for the computer to be connected to the Internet and the miserable ones were able to hear all audio nearby (no video because the webcam has always been blocked out). So, because I have my PC in my bedroom they listened not only to radio off-line comments but even more… everything in fact!"
[image: View online]No Trace Project
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Other languages(fr) Quelques précisions au sujet du keylogger installé sur mon ordinateur"Ce keylogger était un vrai mouchard, envoyé via Internet à mon ordinateur, sous forme d'un virus, et capable de capter tout ce qui se passait autour de l'ordi. Il suffisait que l'ordinateur soit connecté à Internet et les misérables flics pouvaient écouter tout l'environnement sonore dans le lieu (mais pas d'images, car la webcam a toujours été bouchée). L'ordi étant dans la chambre, ils n'ont pas seulement écouté les commentaires hors antenne, mais aussi d'autres choses... tout !"
[image: View online]No Trace Project
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(it) Alcune precisazioni riguardo al Key-logger installato sul mio computer"Il keylogger era una vera e propria microspia, inviata tramite rete sotto forma di virus al mio PC, capace di rilevare tutto quello che si trovava nelle vicinanze del computer. Bastava che il PC fosse collegato alla rete internet e i miserabili ascoltavano tutto l'audio dell'ambiente (il video no, perché la webcam è sempre stata tappata). Quindi, avendo il PC in camera da letto non hanno ascoltato solo i commenti fuori onda della radio ma anche altro... anzi tutto!"
[image: View online]No Trace Project
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(en) A Practical Security Handbook for Activists and Campaigns
2008


by ActivistSecurity.org collective
"This booklet is an introduction to security for action and activists. It is hoped it will provide you with the necessary information for taking action and for effective campaigning in the face of state and corporate oppression."
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(fr) ADN, au-delà du “non” : un petit texte sur l'état de la lutte contre le fichage ADN, à partir d'un cas pratique
2008


"Isa et Farid sont arrêtés le 23 janvier 2008 lors d'un contrôle de douane en possession de manuels de sabotage et de chlorate de soude (…). Les deux refusent le prélèvement ADN (…). Après quelques refus, ils cèdent à la pression (…). Il se trouve que lorsqu'on le compare avec la partie “affaires en cours” du Fichier National Automatisé des Empreintes Génétiques (FNAEG), l'ADN d'Isa fait “bip” : il aurait été retrouvé sur les lieux d'une tentative d'incendie d'une dépanneuse de la police durant la période agitée des élections présidentielles."
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(de/en) An activist's guide to information security
2018


by Anarchist Black Cross Dresden (abcdd.org)
"This guide aims to be a concise overview on information security for anyone in emancipatory struggles against structures of power. It represents assembled knowledge and best practices from personal experience, conversations with hackers and fellow activists, hacker conferences, and university courses on computer security and cryptography."
[image: View online]0xacab.org


Other languages(de) Informationssicherheit für Aktivist*innen"Dieses Anleitung zielt darauf ab, einen knappen Überblick zur Informationssicherheit für alle zu bieten, die sich in emanzipatorischen Kämpfen gegen Machtstukturen befinden. Sie umfasst eine Ansammlung von Wissen und Praktiken, die aus persönlichen Erfahrungen, Gesprächen mit Hackern und anderen Aktivist*innen, Hacker-Konferenzen und Universitätskursen zu Computersicherheit und Kryptographie entstanden sind."
[image: View online]0xacab.org
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This resource is partly outdated, but can still be useful. Please read it with caution.

(en) Anonymity/Security
2012


"Our intention with this guide is to provide a basic outline of the following: specific ways in which you can be digitally identified and how to anonymize your internet presence; how to secure your computer and make your files or hard drive (theoretically) inaccessible to prying eyes; how to control and effectively dispose of the records of activity your computer stores; how to protect your computer from malicious processes and programs; how to more securely use email; and other issues related to these subjects."
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(el) Antiforensics Project
2012


"Προσπαθήσαμε να εξηγήσουμε όσο πιο συνοπτικά και περιληπτικά γινόταν, τις μεθόδους που χρησιμοποιεί η αστυνομία για ένα forensic έλεγχο σε υπολογιστές καθώς και για τις μεθόδους υποκλοπών που χρησιμοποιεί για την κινητή τηλεφωνία. […] Προσπαθήσαμε επίσης να προσφέρουμε κάποιες λύσεις που είτε θα καταστήσουν τις forensic μεθόδους  άχρηστες, είτε θα τις καθυστερήσουν σε μεγάλο βαθμό."
[image: View online]antiforensics.espivblogs.net
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(en) Atlas of Surveillance (United States)
2020-?


by Electronic Frontier Foundation (eff.org)
"Law enforcement surveillance isn't always secret. These technologies can be discovered in news articles and government meeting agendas, in company press releases and social media posts. It just hasn't been aggregated before. Through a combination of crowdsourcing and data journalism, we are creating the largest-ever repository of information on which law enforcement agencies are using what surveillance technologies."
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(fr) Au diapason de la répression : dix ans de mandat d'arrêt européen
2012


"Le mandat d'arrêt européen est fondé sur le principe de la reconnaissance mutuelle des décisions pénales entre les États membres de l'Union européenne. Il se base donc sur l'idée que tous les États de l'UE ont un système judiciaire respectable et juste, et à ce titre toute latitude leur est laissée pour juger selon leurs propres règles de droit. Selon ce principe, “lorsque l'autorité judiciaire d'un État membre demande la remise d'une personne, soit en vertu d'une condamnation définitive, soit parce que cette personne fait l'objet de poursuites pénales, sa décision doit être reconnue et exécutée automatiquement sur tout le territoire de l'Union.” Automatiquement. Voilà le mot-clé."
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(en) Automated suspicion: The EU's new travel surveillance initiatives
2020


by Chris Jones for Statewatch (statewatch.org)
"This report examines, explains and critiques a number of large-scale EU information systems currently being planned or built that will significantly extend the collection and use of biometric and biographic data taken from visitors to the Schengen area. In particular, it examines new systems being introduced to track, analyse and assess the potential security, immigration or public health risks posed by non-EU citizens who have to apply for either a short-stay visa or a travel authorisation – primarily the Visa Information System (VIS), which is being upgraded, and the European Travel Information and Authorisation System (ETIAS), which is currently under construction."
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(el) Βασικές αρχές αντιπαρακολούθησης
2014


"Παρακολούθηση για τις αρχές και το παρακράτος σημαίνει να ελέγχονται συστηματικά αλλά και αποσπασματικά οι κινήσεις και οι ενέργειες προσώπων ή ομάδων, χωρίς αυτοί να το γνωρίζουν ή να έχουν ενημερωθεί σχετικά. Αντιπαρακολούθηση είναι κάθε τακτική που βοηθά στο να αποφεύγεται ή να γίνεται πολύ δύσκολος ο έλεγχος μέσω της παρακολούθησης."
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(en/es/it/ru) Blinding the Cyclops: Camera Hunting in the Metropolis
2015


by CrimethInc (crimethinc.com)
"I climbed up the fire escape onto the air conditioner and finally to the roof. I crept up behind the camera, grabbed it with both hands, twisted it from its bracket, and snipped the wire with my clippers. Having never done this before, I wasn't sure if some silent alarm was going off or if somebody watching a screen somewhere had just had their creep-fest interrupted, so I hastily shoved the camera and clippers in my bag and retreated to my bike."
[image: View online]crimethinc.com


Other languages(es) Cegando a los Cíclopes: Cazando Cámaras en la Metrópolis"Subí la escalera de incendios al acondicionador de aire y finalmente al techo. Me arrimé detrás de la cámara, la agarré con ambas manos, la retiré de su soporte y corté el cable con mis cortadores de alambre. Como nunca antes había hecho esto, no estaba seguro de si una alarma silenciosa estaba sonando o si alguien mirando una pantalla en algún lugar justo había experimentado una interrupción, así que metí la cámara y las tijeras en mi mochila y me retiré a mi bicicleta."
[image: View online]crimethinc.com


(it) Accecare i Ciclopi: A Caccia di Telecamere nella Metropoli"Mi sono arrampicata sulla scala antincendio sul condizionatore d'aria e, infine, sul tetto. Sono scivolata alle spalle della telecamera, l'ho afferrata con entrambe le mani, l'ho girata sulla sua staffa e ho tagliato il filo con il mio tronchese. Non avendolo mai fatto prima, non ero sicura se qualche allarme silenzioso si sarebbe attivato o se qualcuno che guardasse uno schermo da qualche parte avesse appena dovuto interrompere il proprio festival-del-brivido, quindi ho sbattuto in fretta telecamera e forbici nella mia borsa e mi sono diretta verso la bici."
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(ru) Ослепляя Циклопов: Охота за камерами в Мегаполисе"Я забралась по пожарной лестнице на кондиционер и затем на крышу. Прокралась позади камеры, схватила ее обеими руками, сорвала ее с крепления и перекусила провод. Я никогда раньше этого не делала и не была уверена, не сработала ли какая-нибудь неслышимая мне сигнализация и не смотрел ли кто-то через камеру в момент, когда трансляция прервалась, поэтому я быстро запихнула кусачки и камеру в сумку и вернулась к велосипеду."
[image: View online]crimethinc.com
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This resource is partly outdated, but can still be useful. Please read it with caution.

(fr) Brochure d'information et de soutien contre le fichage ADN
2007


"Depuis 2003, les auteur-e-s de la quasi totalité des crimes et délits commis en France sont fiché-e-s dans une base de données nationale (le Fichier National Automatisé des Empreintes Génétiques, FNAEG). Une fraction non-codante de leur ADN y est conservée pour 25 à 40 ans. Des députés parlent d'élargir le fichier à l'ensemble de la population."
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(el/en/fr) Burner Phone Best Practices
2017


by Elle Armageddon
"A burner phone is a single-use phone, unattached to your identity, which can theoretically be used to communicate anonymously in situations where communications may be monitored. Whether or not using a burner phone is itself a “best practice” is up for debate, but if you've made the choice to use one, there are several things you should keep in mind."
[image: View online]No Trace Project
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Other languages(el) Οι καλύτερες πρακτικές για την χρήση καρτοκινητών"Ένα καρτοκινητό είναι ένα κινητό μίας χρήσης όπου θεωρητικά χρησιμοποιείται ανώνυμα σε περιπτώσεις που οι επικοινωνίες μπορεί να παρακολουθούνται. Παρόλο που υπάρχουν αρκετές αμφιβολίες για το εάν η χρήση τους είναι σωστή ή όχι, εάν πήρες την απόφαση να χρησιμοποιήσεις ένα υπάρχουν κάποια πράγματα τα οποία ίσως χρειαστεί να σκεφτείς."
[image: View online]No Trace Project
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(fr) Les bonnes pratiques pour utiliser un téléphone jetable"Un téléphone jetable (en anglais burner phone) est un téléphone à usage unique qui n'est pas relié à ton identité et peut théoriquement être utilisé pour communiquer de manière anonyme dans les situations où tes communications sont susceptibles d'être surveillées et interceptées. Leur utilisation même fait débat et n'est pas nécessairement une "bonne pratique", mais si tu fais le choix d'en utiliser un, il faut prêter attention à quelques points précis."
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(pt) Cartilha básica de segurança militante
2018


by Brigadas Populares (brigadaspopulares.org.br)
"O documento a seguir foi produzido pelas Brigadas Populares para incentivar e auxiliar na difusão de políticas mínimas de segurança entre a militância de esquerda […]. Os conteúdos cobertos, de forma inicial, são cultura de segurança, análise de ameaças, controle das informações e compartimentalização, segurança digital, física, em manifestações e ameaças e acolhimento."
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(pt) Cartilha de Segurança para Internet
2012


by Centro de Estudos, Resposta e Tratamento de Incidentes de Segurança no Brasil (cert.br)
"A Cartilha de Segurança para Internet é um documento com recomendações e dicas sobre como o usuário de Internet deve se comportar para aumentar a sua segurança e se proteger de possíveis ameaças. O documento apresenta o significado de diversos termos e conceitos utilizados na Internet, aborda os riscos de uso desta tecnologia e fornece uma série de dicas e cuidados a serem tomados pelos usuários para se protegerem destas ameaças."
[image: Download]PDF

[image: Source]cartilha.cert.br



Origin
State institution

Topic
Digital surveillance

Type
Text

Last updated
May 7, 2021





(ru) Что делать с компьютерной техникой после обыска, изъятия и возврата
2021


(cryptopunks.org)
"В политически нестабильных странах очень часто прессуют журналистов, правозащитников и простых активистов. Порой приходят с обысками, изымают технику – и через определённое время, как правило, возвращают. Многие из-за паранойи вынуждены впоследствии её продавать и покупать новое железо, так как не исключают вживления в устройства аппаратных бекдоров. Особенно напрягает менять устройства, когда такая практика их изъятия – систематическая. Но к сожалению, это вынужденная и правильная мера. Хочу рассказать почему."
[image: View online]cryptopunks.org
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(en/ru) Civil society, secrecy and surveillance in Belarus
2016


by Amnesty International (amnesty.org)
"Activists in Belarus are subject to unchecked government surveillance with no independent oversight. The government uses telecoms companies to facilitate surveillance by demanding direct, remote-control access to customer communications and data. Against the background of an already restrictive legal environment, this creates a chilling effect that forces activists out of public life."
[image: Download]PDF

[image: Source]amnesty.org


Other languages(ru) Гражданское общество, секретность и слежка в Беларуси"Правовая база, регулирующая порядок негласного наблюдения в Беларуси, характеризуется отсутствием соответствующих гарантий безопасности, и позволяет властям осуществлять широкомасштабную слежку практически без всякого обоснования. И хотя фактически любой человек может стать объектом слежки, почти невозможно узнать, ведётся ли за ним слежка сейчас, или она велась ранее. Подобная неопределённость оказывает сковывающий эффект на правозащитников, оппозиционных политиков, юристов и активистов, и ограничивает их возможности в реализации своих прав, в том числе права на неприкосновенность частной жизни, свободу объединений, свободу мирных собраний и свободу выражения мнений."
[image: Download]PDF

[image: Source]amnesty.org
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(fr) Combattre la biométrie
2007


"Tracts, récits et réflexions autour de l'action de destruction de bornes biométriques qui a eu lieu le 17 novembre 2005 dans un lycée de la Vallée de Chevreuse, à Gif-sur-Yvette."
[image: Download]PDF
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Highlighted resource for topic Security culture.

(en/fr) Confidence, Courage, Connection, Trust: A proposal for security culture
2019


"I want to have the kinds of security practices that allow me to be open while knowing that I've assessed the risk I face and am taking smart steps to minimize it. Security culture should make openness more possible, not less. This proposal for security culture is based on reframing: on shifting our focus from fear to confidence, from risk aversion to courage, from isolation to connection, and from suspicion to trust."
[image: View online]No Trace Project

[image: Download]PDF: read | A4 booklet | letter booklet • TEXT

[image: Source]north-shore.info


Other languages(fr) Assurance, courage, lien, confiance : Une proposition de culture de la sécurité"Je veux avoir le genre de pratiques de sécurité qui me permettent d'être ouverte tout en sachant que j'ai évalué les risques auxquels je suis exposée et que je prends des mesures intelligentes pour les minimiser. La culture de la sécurité devrait faciliter et non pas limiter l'ouverture aux autres. Cette proposition de culture de la sécurité repose sur un recadrage – sur le passage de la peur à l'assurance, de l'aversion au risque au courage, de l'isolement aux liens, et de la suspicion à la confiance."
[image: View online]No Trace Project

[image: Download]PDF: read | A4 booklet | letter booklet • TEXT




Origin
Friends & other activists

Topics
Infiltrators and informants, Security culture

Type
Text

Last updated
May 7, 2021





(es) Consejos básicos sobre seguridad
2014


(guiasdeseguridad.noblogs.org)
"Estas fotocopias que tienes entre tus manos […] nacen de la necesidad de poner en común unas pautas básicas sobre seguridad personal, seguridad en las manifestaciones y sobre cómo actuar en caso de detención. No son normas a seguir, son consejos que creemos que pueden ser valiosos."
[image: Download]PDF
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This resource is partly outdated, but can still be useful. Please read it with caution. Related resource:  DNA You Say? Burn Everything to Burn Longer: A Guide to Leaving No Traces.

(en/es/it) Creating a Clean Room
2001


by Earth Liberation Front
"The following precautions may seem extreme, but the technology of DNA matching has pushed us into a whole new era and the full impact has yet to be felt. During the 1990s, crime labs needed a sample that had hundreds of cells to be able to get a DNA print. Researchers have announced success with new techniques that require only a single cell as the sample. This technology will soon be in the crime labs if it's not already. With this advance, investigators can use a microscopic skin flake instead of needing a whole drop of blood or saliva. And humans are constantly shedding skin flakes."
[image: View online]No Trace Project

[image: Download]PDF: read | A4 booklet | letter booklet • TEXT

[image: Source]warriorup.noblogs.org


Other languages(es) Crear una habitación limpia"Las siguientes precauciones pueden parecer extremas, pero la tecnología de secuenciación del ADN nos ha impulsado a una era completamente nueva cuyo impacto debemos todavía sentir del todo. Durante la década de 1990, los laboratorios forenses necesitaban una muestra que tuviera cientos de células para poder ser en grado de obtener una huella de ADN. Los investigadores han anunciado victoriosamente de haber obtenido hoy nuevas técnicas que requieren solo una sola célula como muestra. Esta tecnología pronto estará en los laboratorios forenses si no lo está ya. Con este avance, los investigadores pueden usar una microscópica escama de piel en lugar de necesitar una gota entera de sangre o de saliva. Y los humanos pierden constantemente escamas de piel."
[image: View online]No Trace Project

[image: Download]PDF: read | A4 booklet | letter booklet • TEXT

[image: Source]warriorup.noblogs.org


(it) Creare una stanza pulita"Le seguenti precauzioni possono sembrare estreme, ma la tecnologia del sequenziamento del DNA ci ha spinto in un'era completamente nuova il cui impatto dobbiamo ancora sentire del tutto. Durante gli anni '90, i laboratori forensi avevano bisogno di un campione che avesse centinaia di cellule per essere in grado di ottenere un'impronta di DNA. I ricercatori hanno annunciato vittoriosamente di aver ottenuto oggi nuove tecniche che richiedono soltanto une singola cellula come esemplare. Questa tecnologia sarà presto nei laboratori forensi se non lo è già. Con questo avanzamento, gli investigatori possono usare una microscopica scaglietta di pelle anziché avere bisogno di un'intera goccia di sangue o di saliva. E gli umani perdono continuamente scaglie di pelle."
[image: View online]No Trace Project

[image: Download]PDF: read | A4 booklet | letter booklet • TEXT
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Highlighted resource for topic Infiltrators and informants.

(en) Damage control: the story of how one activist group kept ourselves safe and strong in the face of movement infiltration
2018


by Mining Injustice Solidarity Network (mininginjustice.org)
"Towards the end of 2014 we started to suspect that two members of the Mining Injustice Solidarity Network (MISN) — the mining justice group we are a part of — were not who they said they were. In the beginning of 2015, we kicked them out of our group, quite certain they were undercover police. In the summer of 2015, an article about our experiences was published in a mainstream Toronto newspaper. This is that same story, but this time around we are using our own words and political analysis rather than framings that are palatable to mainstream media."
[image: Download]PDF
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(cz/en) Disappearing From State Control: Three texts about the disappearance of Lukáš Borl
2015-2016


by Lukáš Borl
"The phase of my public activities reached the top, now it is time for the phase of hiding. After long reasoning and considering the present context I decided to disappear from the eyes of the state control. At present I think it is the only possible way I know of to protect myself against the crushing hit of repressions. Now I will try to outline the context and reasons that led me to this decision."
[image: Download]PDF


Other languages(cz) Zmizení z dohledu státní moci: Lukáš Borl"Fáze veřejného působení u mě dosáhla vrcholu. Teď přichází fáze skrývaček. Po dlouhých úvahách a s ohledem na současný kontext jsem se rozhodl vytratit z dohledu státní moci. V současnosti v tom spatřuji jediný možný způsob jak ochránit sám sebe před zničujícím úderem represe. Pokusím se nyní nastínit souvislosti a důvody, proč jsem k tomu dospěl."
[image: View online]Zmizení z dohledu státní moci: asociacealerta.noblogs.org
Potvrzeno: Lukáš Borl v hledáčku policie: asociacealerta.noblogs.org
Vyjádření k mému zatčení: antifenix.noblogs.org
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(en/fr) Doorbell Surveillance Cameras Removed and Destroyed
2020


"Dozens of Amazon Ring and Google Nest surveillance cameras were removed and destroyed this week from residential neighborhoods in Portland (United States) during nighttime walks. […] Removing these cameras is an easy and direct way to attack the reach of corporate and state surveillance, helping to keep folks safe from steadily rising techno-authoritarianism."
[image: View online]No Trace Project

[image: Download]PDF: read | A4 booklet | letter booklet • TEXT

[image: Source]rosecitycounterinfo.noblogs.org


Other languages(fr) Des sonnettes-caméras de surveillance enlevées et détruites"Des dizaines de caméras de surveillance "Amazon Ring" et "Google Nest" ont été enlevées et détruites cette semaine, lors de promenades nocturnes dans les quartiers résidentiels de Portland. [...] Retirer ces caméras est un moyen facile et direct de s'en prendre à l'emprise de la surveillance des entreprises et de l'État, en contribuant à protéger les gens de la montée constante du techno-autoritarisme."
[image: View online]No Trace Project
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(fr) Du sang, de la chique et du mollard ! Sur l'ADN.
2009


"Je perds en moyenne plusieurs dizaines de cheveux par jour, je ne sais trop combien de poils, plein de bouts de peau, quand je parle je postillonne, je pisse et je chie, parfois je saigne, parfois même je fume des clopes. Au cours d'une journée, je vais dans plusieurs endroits différents, je rencontre plein de gens et je suis proche d'une multitude d'objets. Je dépose un nombre impressionnant de traces Adn dans ces lieux, sur ces personnes, sur ces objets. Je recueille au passage involontairement un certain nombre de traces Adn laissées par d'autres gens et je peux aussi volontairement déplacer des traces Adn d'autres personnes que moi. Alors, me dire que je suis coupable de quelque chose parce qu'il y a mon Adn quelque part n'est pas un argument très convainquant."
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(el) Ενάντια στα social media
2019


by Dead zuckerbergs, στην τροχιά της cybrigade (antisocial.espivblogs.net)
"Η έκδοση αυτή είναι το αποτέλεσμα κουβέντας και ζυμώσεων με θέμα το διαδίκτυο και τις κακοτοπιές του. Δεν αποσκοπούμε μόνο στο να γνωστοποιήσουμε τους προβληματισμούς μας και την κριτική πάνω στο συγκεκριμένο θέμα, αλλά κυρίως στο να ανοίξει μια συζήτηση βασισμένη στα σημεία που θέτουμε. Ώστε να μπορέσουμε εν τέλει να αντιτάξουμε κάτι ρεαλιστικό στα προβλήματα που εγείρονται και να μην αρκεστούμε σε ένα ξόρκισμα χωρίς αντιπρόταση."
[image: Download]PDF
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(en) FADe: Fake Antenna Detection Project
2019-?


by South Lighthouse (southlighthouse.org)
"We are a project involved in detecting and understanding cell phone surveillance in risk contexts within Latin America."
[image: View online]fadeproject.org
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(de/en/fr/it) Fantasma
2018-2020


"Clandestine anarchist newspaper."
[image: Download]Fantasma 1: PDF
Fantasma 2: PDF
Fantasma 3: PDF
Fantasma 4: PDF


[image: Source]fantasmamagazine.noblogs.org


Other languages(de) Fantasma"Klandestine anarchistische zeitung."
[image: Download]Fantasma 1: PDF
Fantasma 2: PDF
Fantasma 3: PDF
Fantasma 4: PDF
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(fr) Fantasma"Journal anarchiste clandestin."
[image: Download]Fantasma 3: PDF
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(it) Fantasma"Giornale anarchico clandestino."
[image: Download]Fantasma 1-3: PDF
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(el) Για τις τεχνικές απόκρυψης του δικτύου Tor
2013


by Γιάννης Μιχαηλίδης (Giannis Michailidis)
"Το κείµενο αυτό εἶναι καθαρά τεχνικό. Στοχεύει στην ενηµέρωση γύρω απ' τις τεχνικές ανωνυμίας στο (ντερνετ, µε απλή καὶ όχι εξειδικευμένη γλώσσα. Απευθύνεται σε αυτούς που λαμβάνουν σοβαρά την αυτοπροστασία τους και διατίθενται να εντρυφήσουν σε κάποιες βασικές έννοιες. Απαντάει στη σύγχυση που έχει προκληθεί γύρω απ' την ασφάλεια του ἴοι, τεκµηριώνει το γιατί να εµπιστευτείς τις μεθόδους που προτείνει, ενώ παράλληλα αποτελεί οδηγὀ ορθής χρήσης των εργαλείων ανωνυμίας. Εἰναι συνολικὀ καθώς σε κρίσιμα ζητήματα η ημιµάθεια µπορεί να αποδειχθεί πιο επικίνδυνη της αµάθειας."
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(pt) Guia de Autodefesa Digital
2021


"Este é um guia para qualquer pessoa e grupo que tenha interesse em saber por conta própria como se defender de ameaças do uso de dispositivos de comunicação na era da vigilância automática."
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(es) Guía de Protección Digital
2019


by Escuela Feminista (escuelafeminista.red)
"Teléfonos Móviles y más."
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(fr) Guide de survie en protection numérique à l'usage des militant.es
2021


"Ce guide est destiné aux personnes utilisant quelques fois des outils numériques (téléphones, ordinateurs, etc.) dans leur militantisme. Il expose quelques menaces et présente des contre-mesures partielles pouvant aider à protéger contre ces menaces."
[image: Download]PDF
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(en) Hacking//Hustling (United States)
2019-?


"Hacking//Hustling is a collective of sex workers, survivors, and accomplices working at the intersection of tech and social justice to interrupt state surveillance and violence facilitated by technology."
[image: View online]hackinghustling.org
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(en/pt) Holistic Security
2016


by Tactical Technology Collective and others
"Holistic Security is a strategy manual to help human rights defenders maintain their well-being in action. The holistic approach integrates self-care, well-being, digital security, and information security into traditional security management practices."
[image: Download]PDF
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Other languages(pt) Segurança Holística"Segurança Holística é um manual de estratégia para ajudar os defensores dos direitos humanos a manter seu bem-estar em ação. A abordagem holística integra autocuidado, bem-estar, segurança digital e segurança da informação nas práticas tradicionais de gerenciamento de segurança."
[image: Download]PDF
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(en) How Law Enforcement Gets Around Your Smartphone's Encryption
2020


by Lily Hay Newman for Wired (wired.com)
"Lawmakers and law enforcement agencies around the world, including in the United States, have increasingly called for backdoors in the encryption schemes that protect your data, arguing that national security is at stake. But new research indicates governments already have methods and tools that, for better or worse, let them access locked smartphones thanks to weaknesses in the security schemes of Android and iOS."
[image: View online]No Trace Project
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(en) How To Prevent Facial Recognition Technology From Identifying You
2020


by Joseph Steinberg (josephsteinberg.com)
"Today, I am sharing some tips on how to prevent yourself from being recognized by facial recognition systems. I have personally utilized some of these techniques in test environments — and they worked. Others I have seen demonstrated."
[image: View online]No Trace Project
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(en) How to Shoot Down a Drone
2015


"[A] shotgun is your best bet at taking down a drone. Preferably one loaded with the largest spread ammunition you can find. […] Of course not all methods of taking out a drone need to involve literal firearms. […] Paintballs are a no-go. […] Airsoft guns and other plastic-pellet guns are worthless. […] Slingshots will likely work — again, assuming you can hit. […] Last but not least, you never want to underestimate the power of just throwing crap. A rock, a baseball, anything you can fling straight, accurate, and fast."
[image: View online]No Trace Project
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(en) In Defense of Smashing Cameras
2016


"We are making each other vulnerable. Photographers at demonstrations will soon outnumber demonstrators, those who are willing to take action. This is something we need to take a stand against. Cameras are tools of surveillance, and whether it is us or the enemy that wields them, we are participating in our own surveillance."
[image: Download]In Defense of Smashing Cameras (2016): PDF
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Highlighted resource for topic Clandestinity.

(en/es/fr/nl) Incognito: experiences that defy identification
2003


"Composed of autobiographical stories from the late 1970s to the early 2000s, this little book collects quite different situations where the authors had to erase — or at least make as unrecognizable as possible — their identity."
[image: Download]PDF

[image: Source]digitalelephant.blogspot.com


Other languages(es) Incognito: experiencias que desafían a la identificación"Hemos decidido traducir este librillo y reeditarlo de su versión original [...] publicado en Italia durante septiembre de 2003. [...] Decidimos excluir un texto llamado "Deshacerse de la frustración" que narra la historia de un inmigrante ilegal en Europa. Esta elección se debe al carácter y objetivo que buscamos a la hora de sacar a la luz este proyecto como también a quienes esperamos llegar con esta edición. Por esta misma razón agregamos pequeños extractos de distintos compañeros que han expresado públicamente sus inquietudes y situación, esta vez: Paolo Perichetti, Juan aliste vega, Gabriela Curilem, Diego Ríos, Konstantina Karakatsani y Ricardo Palma Salamanca."
[image: Download]PDF

[image: Source]publicacionrefractario.wordpress.com


(fr) Incognito: expériences qui défient l'identification"Composé de récits autobiographiques qui partent de la fin des années 70 jusqu'au début des années 2000, ce petit livre recueille des situations assez différentes où les auteurs ont dû effacer—ou du moins rendre le plus possible méconnaissable—leur identité."
[image: Download]PDF

[image: Source]web.archive.org


(nl) Incognito: ervaringen die de identificatie tarten"Das kleine Buch versammelt autobiografische Geschichten aus den späten 1970er bis zu den frühen 2000er Jahren, in denen die Autoren ihre Identität auslöschen—oder zumindest so unkenntlich wie möglich machen—mussten."
[image: Download]PDF
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(fr) Infiltration du Groupe anti-répression Lausanne par une agente de Securitas
2008-2011


by Groupe anti-répression Lausanne
"Été 2008, le Groupe anti-répression Lausanne (gar) découvre qu'il a été, à l'instar d'Attac-Vaud et d'autres collectifs, infiltré par une agente de Securitas. Sous la fausse identité de Shanti Muller, celle qui deviendra la cheffe du Crime Investigation Service (CIS), service d'investigation de la filiale lausannoise de Securitas, a fréquenté et espionné le gar dès l'automne 2003 et ce jusqu'en 2005."
[image: Download]Texte de 2008: PDF
Texte de 2011: PDF
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(en) Infiltrators, Informers and Grasses: how, why, and what to do if your group is targeted
2009


by ActivistSecurity.org collective
"It is never pleasant to think that one of the people you are working with, possibly very closely, who you go drinking with, who is sleeping with one of your friends, who seems so full of life and passion is actually trying to undermine everything you are doing. Unfortunately, if your group is challenging often very powerful industries or people with vested interests it is inevitable you will make enemies along the way."
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(fr) Investigations & téléphonie mobile : le guide à l'usage des avocats
2021


"Un bouquin pour “informer les avocats, les professionnels du droit sur les techniques d'investigation déployées par les enquêteurs et les services de renseignements”. C'est écrit par un ex-flic mais c'est intéressant."
[image: Download]Surveillance Archive ?This is a link to the Surveillance Archive. Use Tor Browser to access it.
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(cz/ru) Jak ničit kamery
2015


"Chceš vědět jaké existují typy kamer, které nás šmírují a jak je vyřadit z provozu? Čti dále."
[image: View online]No Trace Project
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Other languages(ru) Саботаж камер видеонаблюдения"Вы хотите знать, какие виды камер существуют, которые следят за нами, и как вывести их из строя? Давайте рассмотрим."
[image: View online]No Trace Project
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(ru) Как ловят преступников использующих телефон
2020


"Представьте себе такую ситуацию: аноним звонит с одноразового телефона и шантажирует или требует выкуп за похищенного им человека. Через несколько дней преступник звонит повторно. Жертва звонит в полицию, и уже через час сотрудники определяют не только реальный номер злоумышленника, но и всю историю его переменивший и входящих и исходящих звонков. И все это без сложной аппаратуры и техники, поддельных базовых станций и перехвата сигнала."
[image: View online]spy-soft.net
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(ru) Как обойти блокировку Tor
2020


"В сегодняшней статье я расскажу о способах обхода блокировок Tor. Но прежде чем перейдем к методам блокировки Tor, давайте немного о том, как блокируют Tor."
[image: View online]spy-soft.net
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(ru) Как вычисляют кто работает с левой сим-карты?
2017


"Вы не поверите: по “ведущему” телефону — Вашему настоящему. Внимательно прочитав следующий абзац, Вы поймёте, как всё легко, просто и быстро. Итак, поехали, рассмотрим разные ситуации."
[image: View online]a2day.org
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(fr) L'apparence de la certitude : l'ADN comme “preuve” scientifique et judiciaire
2009


"On a rarement rappelé le fait que la preuve par l'ADN n'est, tout simplement, pas infaillible. Il y a, à cela, une raison évidente. En venant contester la valeur technique de la preuve par l'ADN, on se place sur le même terrain que la science et la justice. On paraît admettre que, si la preuve par l'ADN pouvait être absolument fiable, il n'y aurait plus de raison de la contester. (…) Mais, d'un autre côté, peut-on déserter entièrement le terrain que se sont choisi la science et la justice pour se donner ainsi une apparence d'infaillibilité ? Refuser d'entrer dans ce débat, c'est paraître entériner le discours dominant sur l'irréfutabilité de la preuve ADN. Le but de ce texte est donc de porter l'attaque sur cet aspect des choses sans pour autant l'isoler d'une critique plus générale."
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(fr) L'informatique: se défendre et attaquer
2015


"Ce livre a été écrit par désir de rassembler les connaissances théoriques et les outils pratiques actuellement les plus efficaces à nos yeux, pour utiliser l'informatique pour des activités sensibles, sans se faire avoir."
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(fr) La reconnaissance faciale dans les fichiers de police
2019


by La Quadrature du Net et Next INpact
"Deux articles publiés fin 2019 sur l'usage des fichiers de police pour utiliser la reconnaissance faciale : “La reconnaissance faciale des manifestant.e.s est déjà autorisée” et “Quand la France se lance dans la reconnaissance faciale”."
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(es) La tiranía de la imagen o porqué no grabar en las manifestaciones
2021


(culturadelaseguridad.noblogs.org)
"Desde hace unos cuantos años, con la introducción de los smartphones y la tecnología a unos niveles muy altos, nos hemos sumido en una dinámica casi incuestionable en cuanto al uso que le damos a estos aparatos, al motivo por el cual lo usamos en tales o cuales situaciones, la dependencia que puede generar, el efecto o sensación que transmite, la utilidad, la peligrosidad, etc. […] A nosotros nos gustaría abordar [este debate] desde esta […] visión: cómo el uso de los teléfonos móviles, las grabaciones, las cámaras y la posterior publicación de este material nos puede afectar o beneficiar para nuestra actividad política y en la calle."
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(en/es) Locking down Signal
2021-?


by Freedom of the Press Foundation (freedom.press)
"Concerned about the privacy and security of your communications? Follow our guide to locking down Signal."
[image: View online]freedom.press


Other languages(es) Protección avanzada para Signal"¿Preocupado por la privacidad y la seguridad de sus comunicaciones? Sigue nuestra guía."
[image: View online]freedom.press
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(fr) Mauvaises intentions : autour du procès antiterroriste pour 6 camarades en mai 2012
2008-2012


"Recueils de textes sur ce qui fut, en janvier 2008, la première affaire traitée par une juridiction antiterroriste concernant ce que policiers, juges et médias nomment “la mouvance anarcho-autonome”, plus spécifiquement dans cette histoire “la mouvance anarcho-autonome francilienne”."
[image: Download]Mauvaises intentions 1 (2008): PDF
Mauvaises intentions 2 (2009): PDF
Mauvaises intentions 3 (2012): PDF
Analyse d'un dossier d'instruction antiterroriste (2010): PDF
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(el) Μέθοδοι παρακολούθησης οχημάτων από την αστυνομία και μερικές πρακτικές διαπιστώσεις πάνω στην αντιπαρακολούθηση
2010


by Théorie du contexte (theorieducontexte.wordpress.com)
"Το παρακάτω κείµενο είναι µια προσπάθεια αποτύπωσης των μεθόδων που χρησιμοποιεί η αστυνομία για να παρακολουθήσει κινήσεις και ενέργειές µας ή για να δημιουργήσει ένα πεδίο πίεσης γύρω µας, καθώς και τακτικές που μπορούν να τις αναχαιτίσουν και να µας προστατέψουν."
[image: Download]Στις σελίδες 6-10 του τρίτου τεύχους του περιοδικού "Théorie du contexte": PDF
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(el) Μπροσούρα για αυτοπροστασία : Συλλογή κειμένων για την αντιμετώπιση της καταστολής
2013


"Η παρούσα μπροσούρα αποτελεί συλλογή-συγκέντρωση δημοσιευμένων κατά καιρούς κειμένων για την αυτοπροστασία απέναντι στις κατασταλτικές μεθόδους. Από τη γνώση για τις παρακολουθήσεις κινητών τηλεφώνων και ηλεκτρονικών συσκευών, μέχρι την πρόληψη για την όσο το δυνατόν καλύτερα “καλυμμένη” δράση μας και την αντιπαρακολούθηση, σημασία έχει από την πλευρά μας η κατάκτηση της συλλογικής εμπειρίας για το πώς θα αντιδράσουμε αν βρεθούμε στα χέρια τους, μα ακόμη καλύτερα πως θα δράσουμε για να μην βρεθούμε σε αυτά."
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(cz) Nenechat se chytit: Černorudá příručka
2015


"To je smyslem Černorudé příručky — podpořit v nás sebevědomí, zmenšit náš strach a zároveň přiložit další kámen do pevnosti s názvem bezpečnostní kultura. Nejde přitom jen o jednotlivce, důsledný musí být každý jeden z nás. Pokud všichni budeme pevní a důslední, pak se výrazně sníží riziko, že budeme chyceni a nakonec rozbiti jako celek."
[image: View online]cernorudaprirucka.noblogs.org
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(el) Οδηγός αυτοπροστασίας: Ίχνη
2009


by Théorie du contexte (theorieducontexte.wordpress.com)
"Δακτυλικά αποτυπώματα, Ίχνη από γάντια, Ίχνη από πέλματα και παπούτσια, Ίχνη από οχήματα, Ίχνη από DNA, Ίχνη από τρίχες, Ίχνη από αίμα, Ίχνη από εργαλεία, Ίχνη από γυαλί, Ίχνη από ύφασμα, Ίχνη από φωτιά και έκρηξη, Φωνητικό αποτύπωμα, Χειρόγραφα σημειώματα και γραφικός χαρακτήρας, Ίχνη από σβησμένα αρχεία, Κάμερες ασφαλείας."
[image: View online]No Trace Project
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(de/en/es/fr/it) On the Tightrope: Contributions and Considerations From and For the Anarchic Combat
2020


by Francisco Solar
"This text aims to contribute to the development and deepening of the informal anarchic combat, taking into consideration the increasingly specialized technological advances of control and surveillance of the population in general and, specially, of those who venture to rebel against what is established."
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Other languages(de) Auf dem Drahtseil: Beiträge und Überlegungen aus und für den anarchistischen Kampf"Dieser Text versucht ein Beitrag zur Entwicklung und Vertiefung des anarchistischen informellen Kampfes zu sein, wobei die technologischen Fortschritte betrachtet werden, die sich immer mehr auf die Kontrolle und Überwachung der Bevölkerung allgemein und vor allem derer, die sich darauf einlassen gegen das Bestehende zu rebellieren, spezialisieren."
[image: View online]No Trace Project
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(es) En la cuerda floja: Aportes y consideraciones desde y para el combate anárquico"Este texto pretende ser un aporte al desarrollo y a la profundización del combate anárquico informal tomando en consideración los avances tecnológicos cada vez más especializados en el control y la vigilancia, de la población en general y sobretodo hacia quienes se aventuren a rebelarse contra lo establecido."
[image: View online]No Trace Project
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(fr) Sur la corde raide : Contributions et considérations à partir du et pour le combat anarchiste"Ce texte se veut une contribution au développement et à l'approfondissement du combat anarchiste informel en prenant en compte les avancées technologiques toujours plus spécialisées dans le contrôle et la surveillance, de la population en général et surtout envers celles et ceux qui s'aventurent à se rebeller contre l'ordre établi."
[image: View online]No Trace Project
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(it) En la cuerda floja: Spunti e considerazioni da e per lo scontro anarchico"Questo testo vuole essere un apporto allo sviluppo e all' approfondimento della lotta anarchica informale, prendendo in considerazione gli sviluppi tecnologici sempre più specializzati nel controllo e nella sorveglianza della popolazione in generale e sopratutto nei confronti di chi si avventura a ribellarsi contro l'ordine stabilito."
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(en) Outrun the Bear: ProtonMail is Not for Activists
2017


by Michele Gretes for the Civil Liberties Defense Center (cldc.org)
"Here, we take a look at easy-to-use ProtonMail — and why we the CLDC can't recommend it (or its security model) for people opposing the powerful."
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(fr) “Ouvrez la bouche”, dit le policier : deux textes sur l'usage de l'ADN dans la machine judiciaire
2006-2008


"Les deux textes de cette brochure ont été publiés dans le journal anti-carcéral et anti-pénal, L'Envolée fin 2006 et fin 2008. “ADN über Alès”, paru dans le numéro 18, revient sur un procès tenu en août 2006 pour refus de prélèvement ADN. “'Ouvrez la bouche', dit le policier”, paru dans le numéro 24 du journal, tente de démêler les liens que l'ADN a permis de resserrer entre sciences et justice."
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(el) Παρακολούθηση κινητών τηλεφώνων : μέτρα αντιπαρακολούθησης
2016


"Μια πρώτη προσέγγιση της παρακολούθησης κινητών τηλεφώνων από τους χρήστες, τους κρατικούς και τους παρακρατικούς μηχανισμούς."
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(en) Printer Tracking: Is Your Printer Spying On You?
2007-2017


by Electronic Frontier Foundation (eff.org)
"Imagine that every time you printed a document it automatically included a secret code that could be used to identify the printer — and potentially the person who used it. Sounds like something from an episode of “Alias” right? Unfortunately the scenario isn't fictional. In a purported effort to identify counterfeiters the US government has succeeded in persuading some color laser printer manufacturers to encode each page with identifying information."
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(ru) Проект KIPOD. Как нас идентифицируют на улице
2021


"В беларуском обществе все больше обсуждается деятельность компании Synesis и проект Kipod. Kipod – это облачная платформа для умного города на основе технологий AI и Big Data, основанная на применении искусcтвенного интеллекта и предназначенная для обработки большого объема видеоданных в режиме реального времени. Один из сотрудников компании Synesis поделился информацией о данной системе."
[image: View online]web.archive.org
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(en) Profiles of provocateur
2011


by Kristian Williams (kristianwilliams.com)
"Profiles of Provocateurs provides recent case studies of the use of agents provocateurs in political prosecutions, and offers practical advice on taking care of ourselves in the face of repression."
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This resource is partly outdated, but can still be useful. Please read it with caution.

(es/eu/it) ¡Quema tu móvil!
2010


"Parece que se ha olvidado que hace 10 años no teníamos móviles y que si no nos gustan podemos vivir sin ellos. Si no quieres dejarte asustar por el miedo, quieres seguir movilizándote contra la injusticia, si quieres desarrollar un pensamiento crítico, te invitamos a leer lo que viene a continuación. Bueno, la verdad es que nos encantaría que quemes tu móvil y te vamos a dar buenas razones por hacerlo o por lo menos para pensártelo…"
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Other languages(eu) Erre zure mugikorra!"Badirudi ahaztu dugula orain hamar urte mugikorrik ez geneukala, eta gustoko ez baditugu eurak gabe bizi gaitezkeela. Bai, bai. Egi-egia esan: Ikaragarri gustatuko litzaiguke zure mugikorra erreko bazenu, eta oso arrazoi onak emango dizkizugu hala egin dezazun edo, behintzat, zalantza egin dezazun."
[image: Download]PDF


(it) Brucia il telefono"L'idea di studiare le tematiche di questo opuscolo è nata in un momento femminista tra donne, lesbiche, froci e trans+ di scambio e condivisione sulla lotta contro le frontiere ed i dispositivi repressivi costruiti attorno ed a partire da esse. Nel cercare approfondimenti su cellulari e telefonia ci siamo imbattutx in questo lavoro che per i suoi anni era fatto molto bene. Qualche tempo dopo abbiamo deciso di tradurlo ed aggiornarlo, già che ci stavamo lavorando sopra abbiamo tolto le parti che non ci convincevano del testo. Quindi quanto leggerete non è la traduzione del testo, ma quello che ci sembrava interessante estrapolare con varie parti ampliate o eliminate."
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(en) Rats!
2012


by Claire Wolfe and others (rats-nosnitch.com)
"Your guide to protecting yourself against snitches, informers, informants, agents provocateurs, narcs, finks, and similar vermin."
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This resource is partly outdated, but can still be useful. Please read it with caution.

(en) Rebel Alliance Tech Manual
2017


"Introduction to electronic security for activists and dissidents. […] This text is geared towards activists and dissidents who are already self-motivated and want to be fully prepared for serious repression from authoritarian regimes. Specifically it intends to address common usecases and threats radical activists and dissidents face and answer every question commonly asked at trainings for radical activists and dissidents."
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This resource is partly outdated, but can still be useful. Please read it with caution.

(fr/it) Refuser le fichage ADN: Pourquoi ? Comment ?
2008


by Collectif Refus ADN
"Depuis mars 2003, dans un silence médiatique quasi-absolu, l'Etat français instaure le fichage génétique de toutes les personnes considérées comme “déviant.e.s” : manifestant-e-s anti-CPE, faucheurs et faucheuses d'OGM, jeunes de quartiers populaires, militant-e-s anti-pub, syndicalistes… Comment en est-on arrivé là ? Quel projet de société dessine le fichage génétique ? Peut-on refuser le prélèvement ADN ? Pourquoi ? Quelles sont les conséquences d'un refus ? Comment s'organiser pour résister ?"
[image: Download]PDF


Other languages(it) Rifiutare la schedatura del DNA: Perché? Come?"Da marzo 2003, in un silenzio mediatico quasi assoluto, lo Stato francese instaura la mappatura genetica di tutte le persone considerate "devianti": manifestanti anti-CPE, estirpatori ed estirpatrici di OGM, giovani dei quartieri popolari, militanti anti-pub, sindacalisti... Come si arriva là? Quale progetto di società disegna la mappatura genetica? Si può rifiutare il prelevamento del DNA? Perché? Quali sono le conseguenze di un tale rifiuto? Come organizzarsi per resistere?"
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(en) Reports on Targeted Surveillance of Civil Society
2012-2021


by Security Without Borders (securitywithoutborders.org)
"This is a somewhat comprehensive list of reports published by a number of organizations and individuals, that expose the use of targeted surveillance against members of civil society."
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(es) Resistencia Digital : Manual de seguridad operacional e instrumental para smartphones
2021


by Críptica (criptica.org)
"Este manual no es una lista de herramientas, aplicaciones y las instrucciones para usarlas. Todo esto está entre estas páginas — no te preocupes — bien hecho y actualizado. Eso sí, no esperes encontrarte una receta fácil con instrucciones cerradas. Los autores, los miembros de Críptica, te tratarán como a un adulto: explicándote los pros y los contras de cada opción y dejándote la elección a ti, en función de tu situación y condiciones, del contexto — una palabra que se olvida demasiado a menudo."
[image: Download]PDF
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(en) Right2Know (South Africa)
2015-?


by Right2Know Campaign
"The R2K seeks to create a country and a world where we all have the right to know – that is to be free to access and to share information. This right is fundamental to any democracy that is open, accountable, participatory and responsive; able to deliver the social, economic, gender and environmental justice we need."
[image: Download]Big Brother exposed (2015): PDF
Stop the surveillance! State surveillance in South Africa (2017): PDF
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(ru) Russian cypherpunks community
2012-?


"Шифропанки – люди заинтересованные в создании, развитии и распространении сильной криптографии. В мире компьютеров и сети Интернет информация перестала быть эфемерной, люди лишаются возможности контролировать её потоки и иметь приватность. Технологии шифрования и анонимизации позволяют решить эти проблемы."
[image: View online]web.archive.org
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(en/es/it) Security & Counter-Surveillance: Information Against the Police State
2009


"Security is vital to the success & survival of the resistance movement. This is because we have an enemy who actively works to undermine, neutralize, & ultimately destroy us. Failure to remain aware of security concerns can mean the difference between victory or defeat, freedom or imprisonment, life or death. Not only for yourself, but others around you."
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Other languages(es) Seguridad y Contra-Vigilancia: Información contra el estado policial"La seguridad es vital para el triunfo y sobrevivencia del movimiento de resistencia. Esto es porque tenemos un enemigo que activamente trabaja en sabotearnos, neutralizarnos y finalmente destruirnos. Fallar en lo que a seguridad concierne puede ser la diferencia entre la victoria y la derrota, libertad o aprisionamiento, vida o muerte. No solo para ti mismo, sino también para los que te rodean."
[image: Download]PDF


(it) Sicurezza & Contro-Sorveglianza: Informazione contro lo Stato di Polizia"La sicurezza è vitale per il successo e la sopravvivenza dei movimenti di resistenza. Ciò è per il semplice motivo che abbiamo un nemico che lavora attivamente per ostacolarci, neutralizzarci e infine distruggerci. Non prestare attenzione riguardo a tutto ciò che concerne la sicurezza può determinare l'esito tra la vittoria e la sconfitta, tra la libertà e l'imprigionamento, tra la vita e la morte. Non solo per te stesso, ma per tutte le persone attorno a te."
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(en) Security Culture: a comprehensive guide
2013


"This project has been assembled to distribute much needed information about Security Culture throughout activist groups in Australia […]. The intent is to spread awareness and share knowledge about why Security Culture is needed, and why it is imperative for all groups — regardless of tactics — to adopt stringent security awareness into their work."
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This resource is partly outdated, but can still be useful. Please read it with caution.

(en/pt) Security culture: a handbook for activists
2001


"This is a handbook for the Canadian activist who is interested in creating and maintaining security awareness and culture in the radical movements."
[image: Download]PDF


Other languages(pt) Cultura de Segurança: Um manual para ativistas"Esse é um manual para ativistas que estão interessados em criar e manter uma consciência e cultura de segurança nos movimentos radicais."
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(en/fr/pt) Signal Fails
2019


by signalfails@riseup.net
"Signal is an encrypted messaging service that has been around in different forms for about 10 years. Since then, I have seen the software widely adopted by anarchist networks across Canada and the United States. More and more, for better and for worse, our interpersonal and group conversations have moved onto the Signal platform, to the extent that it has become the dominant way anarchists communicate with each other on this continent, with very little public debate about the implications."
[image: View online]No Trace Project
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Other languages(fr) Signal Fails"Signal est une messagerie chiffrée existant sous différentes formes depuis environ 10 ans. Depuis, j'ai pu être témoin de son adoption dans les milieux anarchistes du Canada et des USA. De plus en plus, pour le meilleur et le pire, nos conversations personnelles ou de groupes ont lieu sur Signal, à tel point que c'est devenu le moyen de communication privilégié des anarchistes sur ce continent, avec très peu de discussions publiques sur ce que ça implique."
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(pt) Quando o Signal não dá conta"O Signal é um serviço de mensagens criptografadas que existe em diferentes formas há cerca de 10 anos. Desde então, tenho visto o software ser amplamente adotado por redes anarquistas no Canadá e nos Estados Unidos. Cada vez mais, para melhor e pior, nossas conversas interpessoais e em grupo passaram para a plataforma do Signal, na medida em que se tornou a maneira dominante pela qual anarquistas se comunicam neste continente, com muito pouco debate público sobre as implicações."
[image: View online]No Trace Project
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(ru) Сотовые телефоны и их безопасное использование
2020


"Телефоны и телефонная связь уже давно являются рядовыми вещами в нашей повседневной жизни. И как часто случается с рядовыми повседневными вещами  —  сейчас сотовые телефоны (использование стационарных телефонов в вашей революционной деятельности следует исключить полностью) встроены в плотную сеть контроля, окутывающую нас со всех сторон. Уже ни для кого не секрет, что телефон  —  это не только удобное средство срочной связи, но и прекрасная возможность для спецслужб следить за их владельцами. Об этом сказано уже много, и многие рядовые участники анархистского движения, очевидно, уже имеют свой набор правил использования телефонов для связи с товарищами и семьей. Тем не менее, за незнанием и неследованиям некоторым правилам их использования, телефоны продолжают быть немыми свидетелями нашей деятельности и врагами культуры безопасности."
[image: View online]a2day.org



Origin
Friends & other activists

Topics
Mobile phones, Security culture

Type
Text

Last updated
May 7, 2021






Highlighted resource for topic Infiltrators and informants.

(en/fr) Stop Hunting Sheep: A Guide to Creating Safer Networks
2011


"This zine is about exploring possibilities for countering covert investigative efforts initiated or assisted by police. The objective of countering all aspects of state led intelligence gathering is not inherently to reveal under-cover activity but to create a safer and less penetrable network to operate out of. This zine offers suggestions on how to start making your networks safer and creating an active security culture within our everyday activities and organizing."
[image: View online]No Trace Project
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Other languages(fr) Arrêtons de chasser les moutons : Un guide pour créer des réseaux plus sûrs"Cette brochure explore les possibilités pour contrer l'acquisition de renseignements par la police dans le cadre de ses enquêtes. L'objectif n'est pas nécessairement de révéler la présence d'infiltré·es mais de créer un réseau plus sûr et moins facilement infiltrable à partir duquel opérer. Cette brochure suggère des manières de rendre nos réseaux plus sûrs et de créer une culture de la sécurité active au sein de nos activités quotidiennes et de nos luttes."
[image: View online]No Trace Project
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(en) Street-Level Surveillance: A Guide to Law Enforcement Spying Technology
2015-?


by Electronic Frontier Foundation (eff.org)
"EFF's “Street-Level Surveillance” project shines light on the advanced surveillance technologies that law enforcement agencies routinely deploy in our communities. These resources are designed for members of the public, advocacy organizations, journalists, defense attorneys, and policymakers who often are not getting the straight story from police representatives or the vendors marketing this equipment."
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(am/ar/en/es/fr/pt/ru/th/tr/ur/vi) Surveillance Self-Defense
2009-?


by Electronic Frontier Foundation (eff.org)
"We're the Electronic Frontier Foundation, an independent non-profit working to protect online privacy for nearly thirty years. This is Surveillance Self-Defense : our expert guide to protecting you and your friends from online spying."
[image: View online]ssd.eff.org


Other languages(am) Surveillance Self-Defense (አማርኛ)"እኛ ኤሌክትሮኒክ ፍሮንታየር ፋውንዴሽን ወደ ሰላሣ ለሚጠጉ ዓመታት የመስመር ላይ ግለኝነትን ለመጠበቅ ስንሰራ የኖርን፣ ገለልተኛ እና ለትርፍ ያልቋቋምን ድርጅት ነን፡፡ ይህ ሰርቪሊያንስ ሰልፍ ዲፌንስ፣ ራስዎን እና ወዳጅዎችዎን ከመስመር ላይ ስለላ የሚጠብቅ የባለሙያ መመሪያ ነው፡፡"
[image: View online]ssd.eff.org


(ar) Surveillance Self-Defense (العربية)"نحن منظمة التخوم الإلكترونية وهي منظمة مستقلة غير ربحية تعمل على حماية الخصوصية على الإنترنت منذ ما يقارب الثلاثين عاماً. وهذا هو مشروع الدفاع عن النفس ضد الرقابة: دليلنا الاحترافي لمساعدتك على حماية نفسك وأصدقائك من التجسس عبر الإنترنت."
[image: View online]ssd.eff.org


(es) Surveillance Self-Defense (Español)"Somos la Electronic Frontier Foundation, una organización independiente sin fines de lucro que trabaja para proteger la privacidad en línea desde hace casi treinta años. Esto es Autoprotección Digital Contra La Vigilancia: nuestra guía avanzada para protegerte a ti y a tus amigos del espionaje en línea."
[image: View online]ssd.eff.org


(fr) Surveillance Self-Defense (Français)"Nous sommes la Fondation Frontière Électronique, un organisme indépendant sans but lucratif qui oeuvre depuis près de 30 ans pour protéger votre vie privée en ligne. Voici Autodéfense contre la surveillance : notre guide spécialisé sur la protection contre l'espionnage en ligne, pour vous et vos amis."
[image: View online]ssd.eff.org


(pt) Surveillance Self-Defense (Português)"Nós somos a Electronic Frontier Foundation, uma organização sem fins lucrativos que há quase 30 anos trabalha para proteger a privacidade. O Guia de Autodefesa contra Vigilância é nossa ferramenta com dicas de especialistas para proteger você e amigos/as da espionagem virtual."
[image: View online]ssd.eff.org


(ru) Surveillance Self-Defense (Pусский)"Мы, сотрудники независимой некоммерческой организации Electronic Frontier Foundation, работаем на протяжении почти тридцати лет в области обеспечения конфиденциальности в сети Интернет. Пособие "Самозащита от слежки" поможет вам и вашим друзьям избежать слежки в сети."
[image: View online]ssd.eff.org


(th) Surveillance Self-Defense (ไทย)"Electronic Frontier Foundation เป็นองค์กรอิสระไม่แสวงผลกำไรที่ทำงานเพื่อปกป้องความเป็นส่วนตัวออนไลน์มาเป็นเวลาเกือบ 30 ปี คู่มือจากผู้เชี่ยวชาญในการป้องกันตัวเองจากการสอดส่องของเราใช้เพื่อปกป้องตัวคุณและเพื่อน ๆ จากการสอดแนมออนไลน์"
[image: View online]ssd.eff.org


(tr) Surveillance Self-Defense (Türkçe)"Electronic Frontier Foundation yaklaşık 30 senedir çevrimiçi gizliliği savunan bağımsız ve kâr amacı gütmeyen bir organizasyondur. Gözetim Meşru Müdafaa, çevrimiçi casusluğa karşı sizi ve yakınlarınızı korumak için düzenlenmiş uzman rehberimizdir."
[image: View online]ssd.eff.org


(ur) Surveillance Self-Defense (اُردو)"ہم ہیں الیکٹرانک فرنٹیئر فاؤنڈیشن، منافع سے ماورا ایک خودمختار ادارہ، جو آن لائن مقامات کے تحفظ پر تقریباً تیس سال سے جدوجہد کر رہا ہے۔ یہ ہے سرویلنس سیلف ڈیفنس: ہماری ماہرانہ آرا جو آپ اور آپ کے دوستوں کا آن لائن جاسوسی سے تحفظ کرتی ہیں۔"
[image: View online]ssd.eff.org


(vi) Surveillance Self-Defense (Tiếng Việt)"Chúng tôi là Electronic Frontier Foundation, một tổ chức phi lợi nhuận, độc lập, hoạt động để bảo vệ quyền riêng tư & bảo mật trên mạng gần ba mươi năm nay. Tài liệu này là Tự Vệ Chống Theo Dõi: cẩm nang hướng dẫn bạn và người quen cách đề phòng bị theo dõi trên mạng."
[image: View online]ssd.eff.org
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(en) Suspicion Files: German Police Databases on Political Activists
2018


by Matthias Monroy for Statewatch (statewatch.org)
"German authorities use a number of databases that collect data on political activists, even if they hadn't been sentenced or tried. Names are stored if people have had their identity checked, or if they have registered a demonstration under their name. Many are recorded under false designations. Such entries have raised concerns around them being used for further repression […]. Discriminatory and stigmatising labels have also been applied to people whose data is held by the police."
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Related resource:  Outrun the Bear: ProtonMail is Not for Activists.

(el/en) Taking Ourselves Seriously: Digital Harm Reduction
2020


"This article is one of a series of articles that intents on helping to establish a broader culture of security in the anarchist movement in Greece. It also intents on challenging certain behaviours that make the movement unsafe."
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Other languages(el) Παιρνοντας τις εαυτους μας σοβαρα: μειωση ψηφιακων κινδυνων"Αυτό το άρθρο είναι το πρώτο από μια σειρά άρθρων που σκοπεύουν να βοηθήσουν στη δημιουργία μιας ευρύτερης κουλτούρας ασφάλειας στον αναρχικό χώρο στην Ελλάδα. Σκοπεύει, επίσης, να αμφισβητήσει συγκεκριμένες συμπεριφορές που καθιστούν το χώρο μη ασφαλή."
[image: View online]No Trace Project
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(fr) Technopolice
2019-?


"Technopolice est une campagne visant à documenter et à lutter contre le déploiement de nouvelles technologies policières (drones, reconnaissance faciale, vidéosurveillance automatisée, police prédictive…). Nous avons pour cela créé et mis à disposition plusieurs outils (un forum, un site, une base documentaire…) pour permettre à chacune et chacun de se saisir de ces questions."
[image: View online]technopolice.fr
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(el/en/it) Text by the Detained Comrades of the Nea Filadelphia Case
2013


"We think its appropriate to publicize some information surrounding our surveillance and our subsequent arrest by the anti-terrorist cops on 30.04.2013 in Nea Filadelphia."
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Other languages(el) Κείμενο των προφυλακισμένων της Νέας Φιλαδέλφειας"Θεωρούμε σκόπιμο να δημοσιοποιήσουμε κάποιες πληροφορίες γύρω από την παρακολούθηση και ακολούθως, τη σύλληψή μας απ' τους αντιτρομοκατικάριους στις 30.04.2013 στη περιοχή της Ν. Φιλαδέλφειας."
[image: View online]No Trace Project
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(it) Lettera dei compagni prigionieri per il caso di Nea Filadelfia"Pensiamo sia necessario divulgare alcune informazioni riguardo alla nostra sorveglianza e al conseguente arresto fatto dagli agenti dell'antiterrorismo il 30/4/13 a Nea Filadelfia."
[image: View online]No Trace Project
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(en) The Global Surveillance Industry
2016


by Privacy International (privacyinternational.org)
"This report is about electronic surveillance technologies used to identify, track, and monitor individuals and their communications for intelligence gathering and law enforcement purposes."
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(en) The Hitchhiker's Guide to Online Anonymity
2021-?


"This is a maintained technical guide that aims to provide introduction to various online tracking techniques, online id verification techniques and guidance to creating and maintaining (truly) anonymous online identities."
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(en) The invisible ground: honoring each others security needs as an act of liberation & solidarity
2018


"This short zine is a discussion of security culture that argues that respect for the security needs of our comrades is an essential aspect of any movement for liberation. It identifies a concept that the authors call “the invisible ground”. They use this concept to describe an imagined distinction between “under-” and “above-” ground activities. Instead the authors argue that there is a constantly shifting terrain in which the state is redefining the boundaries of “acceptable” and “unacceptable” protest."
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(en) The role of technology in illegal push-backs from Croatia to Bosnia-Herzegovina and Serbia
2021


by Border Violence Monitoring Network (borderviolence.eu)
"In this report, several cases of push-backs from Croatia are highlighted in order to present how authorities use technology within detection and apprehension of transit groups, both at borders and interiors."
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(en/fr) Transparent Lives: Surveillance in Canada
2014


(surveillanceincanada.org)
"Transparent Lives: Surveillance in Canada details nine key trends in the processing of personal information, trends that are evident throughout the world. They affect all Canadians, but few citizens are aware of how, when, for what purpose, or with what consequences their personal data are used by large organizations. Hence the title: Transparent Lives. This book demonstrates that our lives are open and visible to organizations as never before and that in every area of life — as citizens, consumers, workers, and travellers — this makes a difference."
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Other languages(fr) Vivre à nu: La surveillance au Canada"Vivre à nu : la surveillance au Canada expose neuf grandes tendances qui sont observées dans le traitement des renseignements personnels partout dans le monde. Ces tendances touchent tous les Canadiens, mais peu d'entre eux savent comment, quand et à quelles fins leurs données personnelles sont utilisées par les grandes organisations et quelles sont les conséquences de cette utilisation. Voilà pourquoi cet ouvrage est intitulé Vivre à nu ; il démontre que nos vies sont plus que jamais ouvertes et visibles pour les organismes et que cette visibilité a de réels effets sur chaque sphère de notre vie, que nous soyons citoyens, consommateurs, travailleurs ou voyageurs."
[image: Download]PDF

[image: Source]aupress.ca




Origin
Independent researchers

Topics
Aerial surveillance, Automated license plate readers, DNA, Digital surveillance, Facial recognition, Fingerprints, Mobile phones, Video surveillance

Type
Text

Last updated
May 7, 2021




(fr) TuTORiel Tails
2021


"Petit tutoriel de base sur l'usage d'une clé Tails, système d'exploitation qui tient sur une clef USB. Utile pour tout ce qui touche à la sécurité informatique et relativement simple d'usage. Ce petit guide sert de complément à une formation Tails. Il est construit à partir de copier-coller de sites internet ou documents déjà existant, complétés sur d'autres parties par une personne non informaticienne mais qui s'intéresse à l'autodéfense numérique et en propose des formations depuis quelques années."
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(es) Un paso adelante del enemigo
2012


"Consejos para crear una cultura de seguridad y mantenernos lejos de las manos del estado."
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(en) Undercover policing: the “alphabet soup” of cross-border networks, groups and projects
2018


by Chris Jones for Statewatch (statewatch.org)
"This briefing outlines the transnational police groups, networks and organisations that are known to exist for the purpose of coordinating undercover police operations across state borders, primarily in Europe."
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(en) Undercover Research Project
2016-?


by Undercover Research Group
"The Undercover Research Project aims to create an one-stop resource on political policing and undercover surveillance. This blog discusses the undermining of protest and dissent, to support others holding those responsible to account."
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(de/en/es/fa/fr/id/it/pt/uk) What Is Security Culture?
2004


by CrimethInc (crimethinc.com)
"A security culture is a set of customs shared by a community whose members may be targeted by the government, designed to minimize risk. Having a security culture in place saves everyone the trouble of having to work out safety measures over and over from scratch, and can help offset paranoia and panic in stressful situations — hell, it might keep you out of prison, too."
[image: View online]crimethinc.com
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Other languages(de) What Is Security Culture?"Eine Sicherheitskultur ist eine Reihe von Angewohnheiten, die von einer Gruppe geteilt wird. Eine Sicherheitskultur ist so entworfen, dass sie für Menschen, die vom Staat verfolgt werden könnten, das Risiko senkt geschnappt zu werden. Eine Sicherheitskultur zu haben, spart den Aufwand immer wieder bei Null anzufangen um Sicherheitsmaßnahmen auszuarbeiten. Sie kann helfen Paranoia entgegenzuwirken und in stressigen Situationen Panik zu vermeiden und sie kann euch Zeit im Knast ersparen."
[image: Download]PDF


(es) ¿Qué es la cultura de seguridad?"La cultura de seguridad es un conjunto de costumbres compartidas por una comunidad, los miembros de la cual pueden ser objetivo del gobierno, diseñadas para minimizar el riesgo. Tener una cultura de la seguridad ahorra a todo el grupo la molestia de tener que elaborar medidas de seguridad continuamente desde cero, y puede ayudar a deshacerse de la paranoia y el pánico en situaciones estresantes—joder, podría incluso mantenerte fuera de prisión."
[image: View online]crimethinc.com


(fa) فرهنگ امنیت چیست؟"فرهنگ امنیت یکسری از عادات مشترک بین افراد یک اجتماع است که اعضای آن ممکن است تحت نظر حکومت باشند. این عادات برای به حداقل رساندن خطر طراحی شدهاند. در کار بودن یک فرهنگ امنیت، افراد را از درگیری مداوم و پایهای با نکات امنیتی رها میکند؛ و میتواند از شکاکبودن و وحشتزده شدن در موقعیتهای پراسترس جلوگیری کند، مهمتر از همه میتواند مانع به زندان افتادنتان شود!"
[image: View online]crimethinc.com


(fr) Cultures de la sécurité"Une culture de la sécurité est une série d'habitudes, de coutumes partagées par une communauté dont les membres peuvent être impliqué·e·s dans des activités illégales, et dont la pratique minimise les risques encourus. Avoir mis en place une telle culture peut éviter aux membres du groupe de réinventer à chaque fois la roue en la matière, et contribue à limiter les sentiments de paranoïa et de panique dans des situations stressantes—ça peut aussi vous éviter d'aller en tôle."
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(id) Apa Itu Budaya Keamanan?"Budaya Keamanan (selanjutnya disebut Security Culture) adalah serangkaian tradisi yang dihidupi bersama oleh suatu komunitas yang anggotanya memiliki kemungkinan untuk dijadikan target oleh pemerintah dan kelompok fundamentalis, suatu tradisi yang didesain untuk meminimalisir resiko. Menerapkan security culture di dalam komunitas kita membuat kita dapat terhindar dari kerja-kerja menjenuhkan untuk menakar tingkat keamanan kita lagi dan lagi yang selalu saja dimulai dari awal. Budaya ini juga dapat membantu mengimbangi paranoia dan kepanikan di dalam situasi yang penuh tekanan—yoi men, budaya ini juga bisa jadi dapat membantumu terhindar dari lembabnya sel penjara."
[image: View online]crimethinc.com


(it) Cos’è la cultura della sicurezza?"La cultura della sicurezza è un set di abitudini condivide da una comunità di cui i membri potrebbero essere presi di mira dal governo, ed è pensata pr minimizzare i rischi. Avere una solida cultura della sicurezza salva lo sforzo di dover lavorare su misure di sicurezza ogni volta da zero, e può aiutare a compensare la paranoia e il panico in situazioni stressanti—e può tenerti fuori dalla prigione."
[image: View online]crimethinc.com


(pt) O que é Cultura de Segurança?"Uma cultura de segurança é um conjunto de hábitos compartilhados por uma comunidade cujos membros possam realizar atividades ilegais, cuja prática minimiza os riscos de tais atividades. Ter uma cultura de segurança poupa a todos o trabalho de ter que decidir medidas de segurança inúmeras vezes, desde o princípio, e pode ajudar a diminuir a paranoia e o pânico em situações de estresse—diabos, ela pode salvar você da prisão também."
[image: View online]crimethinc.com


(uk) Що таке культура безпеки"Культура безпеки спільноти, переслідуваної силовиками, це набір її звичаїв, розроблених задля зменшення ризику. Наявність дієвої культури безпеки усуває потребу розробляти заходи безпеки знову й знову з нуля, а також може допомогти протидії недовірі й паніці в стресових ситуаціях—чи навіть вберегти вас від ув’язнення."
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(de/en/es/fr) Why Misogynists Make Great Informants
2010


by Courtney Desiree Morris (creolemaroon.blogspot.com)
"By not allowing misogyny to take root in our communities and movements, we not only protect ourselves from the efforts of the state to destroy our work but also create stronger movements that cannot be destroyed from within."
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Other languages(de) Warum Misogynisten gute Informanten sind"Wenn wir nicht zulassen, dass Frauenfeindlichkeit in unseren Gemeinschaften und Bewegungen Wurzeln schlägt, schützen wir uns nicht nur vor den Bemühungen des Staates, unsere Arbeit zu zerstören, sondern schaffen auch stärkere Bewegungen, die nicht von innen heraus zerstört werden können."
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(es) ¿Por qué los misóginos son tan buenos informantes?"Al no permitir a la misoginia arraigar en nuestras comunidades y movimientos no sólo nos protegemos a nosotres mismes de los esfuerzos del Estado por destruir nuestro trabajo sino que también creamos movimientos más fuertes que no pueden ser destruidos desde dentro."
[image: View online]No Trace Project

[image: Download]PDF: read | A4 booklet | letter booklet • TEXT

[image: Source]distripolaris.noblogs.org


(fr) Pourquoi les misogynes font de super indics"En ne permettant pas à la misogynie de prendre racine dans nos communautés et mouvements, on ne se protège pas seulement les uns les autres des efforts de l'État de détruire notre travail mais on crée aussi des mouvements plus forts qui ne peuvent pas être détruits de l'intérieur."
[image: View online]No Trace Project
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This resource is partly outdated, but can still be useful. Please read it with caution.

(en) Without a trace
Unknown date


by Moriarty
"We are born with our fingerprints, and we'll never be able to change them or get rid of them. Whenever you touch something with your fingertips you leave behind your calling card. The police will have a varying degree of difficulty in reproducing your prints depending on the surface upon which it lies."
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(en) Without a trace: A Commonsense Guide to Forensics
Unknown date


"About: shoeprints, glove and clothing prints, tool marks, trace evidence, DNA evidence, soil and plant traces, video surveillance, communiques, gathering information & communications, disposing of/destroying clothing and tools."
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